HAPE/JBA 3A MUHUMAJIHUTE U3NCKBAHMUS 3A MPEKOBA U
NHOPOPMAIIMOHHA CUTI'YPHOCT

B cuna om 26.07.2019 2.
IIpuema c [IMC Ne 186 om 19.07.2019 2.

O6wn. /IB. 6p.59 om 26 FOnu 2019e., uzm. /[B. 6p.36 om 13 Maii 20222., usm. /IB.
op.47 om 24 IOnu 2022..

I'naBa nbpBa.
OB MOJTOKEHUA

OoxBar

Un. 1. (1) Tasu napenda ce mpuiiara 3a ClIeAHUTE CYOSKTH:

1. aIMUHUCTPATUBHUTE OPTaHH;

2. OlepaTopHuTe Ha CHUIECTBEHU YCIYTH IO CMHCHIA Ha 3aKOHA 32 KMOEPCUTYPHOCT OTHOCHO
TEXHUTE MpPEXU U HHGPOPMAIMOHHU CUCTEMH, H3MOJI3BAHU MPU MPEJOCTaBIHETO Ha ChHIIECTBEHU
yCIIyTH;

3. JmocraBumImTe Ha NU(GPOBU YCIYTH MO CMUCHIA Ha 3aKOHA 32 KUOEPCHTYPHOCT OTHOCHO
TEXHUTE MPEKU 1 HHPOPMALMOHHU CUCTEMH, U3MOI3BAaHH [TPU NPEAOCTABIHETO HA IIU(PPOBH yCIYyTH;

4. nuuara, OChIECTBIBAILM MyOIMYHU (YHKIIUH, KOUTO HE ca ONpeAesIeHN KaTo oleparopyu Ha
CBIIECTBEHH YCIYrd MO CMHCBHJIa Ha 3aKOHAa 3a KHOEPCUTYPHOCT, KOraro Te3H JUIAa IMPeJOCTaBAT
aJIMUHUCTPATUBHU YCIIYTH 110 €JIEKTPOHEH IBT;

5. OpraHuzaluuTe, MPEJOCTaBAIIM OOIIECTBEHM YCIYrd, KOUTO HE ca ONpPEICNCHH Karo
oIepaTropy Ha ChIIECTBEHH YCIYTd MU HE ca JOCTaBYMIM Ha LU(POBU YCIYI'H O CMUCHJIA Ha 3aKOHA
3a KHOEPCUTYPHOCT, KOraTo T€3H OPraHU3alMM MPEIOCTaBIT aIMUHUCTPATUBHH YCIYTH 10 €JIeKTPOHEH
IBT.

(2) C napenbara ce ypexaar:

1. u3UCKBaHMs 32 MUHMMAJTHUTE MEPKU 32 MPEX0Ba U HH()OPMALIMOHHA CUTYPHOCT;

2. IpenopbUUTETHN MEPKH 32 MPEKOBa U MH(OPMAIIMOHHA CUTYPHOCT;

3. mpaBuJia 3a U3BBPILBAHE HAa MPOBEPKUTE 3a ChOTBETCTBHE C M3UCKBAHMSITA HA Ta3U Hapenoa;

4. pebT 3a BOJICHE, ChbXPAHSIBaHE U JIOCTHII 10 PErUCThpa Ha CHIIECTBEHUTE YCIYTH MO Wi. 6 OT
3aKkoHa 3a KHOepCUTypHOCT;

5. oOpaserl Ha yBeIOMJICHUATA 32 HMHLUACHTH.

I puHMnu

Yn. 2. (1) Ilo cBos xapakrep MEpKHTE 3a MpeXoBa M HWH(POpPMALMOHHA CUTYpHOCT ca
OpraHMU3allMOHHU, TEXHOJIOTUYHU U TEXHUYECKH W Ce MpUJarar B ChOTBETCTBHE ChC clienudukara Ha
neiiHoctTa Ha CyOekTa U TpAOBa Ja ca MOAXOIAIIM U MPOMOPIMOHAIHU Ha PUCKOBETE 3a MOCTUTAHETO
Ha OCHOBHUTE I1eJIM Ha MpexoBaTa U HH()OpPMallMOHHATA CUTYPHOCT.

(2) Mepkure mo an. 1 rapaHTUpaT OCHOBHHMTE LM HAa MpeXoBaTa W MH(OpMALMOHHATA
CUTYPHOCT, a HMEHHO 3ala3BaHe€ Ha JOCTBIIHOCTTA, HHTErpurera (LUAJI0CT M HAJIUYHOCT) H
KOH(MUACHIMAIHOCTTa Ha HWHpOpPMaLusATa IO BpeMe Ha LeJus M JKM3HEH LMKbI (Ch3laBaHe,
o0paOoTBaHe, CbXpaHEHHE, IpeHAacsiHe W YHUIIOKEHHWE) BBB M 4Ype3 HUH(MOPMALMOHHUTE H
KOMYHHUKAIMOHHUTE cucteMu Ha CyOeKTa.

(3) Mepkute no an. 1 ca cboOpa3eHU ¢ M3UCKBAHHUATA HA HAIIMOHAJIHUTE HOPMATUBHH aKTOBE,
pernamenTuTe Ha EBponeiickus cpio3 U mpuetute U npuioxenu ot CybekTa cTaHaapTH, KaTo ce B3eMar
MpPeJIBUJ] KPAaTKOCPOUHUTE, OCHOBHUTE U OOILIUTE PUCKOBE 32 CUTYPHOCTTA 32 ChOTBETHHUS CEKTOP.



(4) Mepkute 3a MpekoBa U MH(POPMAIIMOHHA CUTYPHOCT CE MPHUJIaraT chboOpa3HO yKa3zaHHSTa
Ha TPWIOKUMHTE MEXIYHAPOIHM CTaHIApTH, MOCoYeHW B mpuioxkeHue Ne 1, mpernopbkuTe Ha
MIPOM3BOAMTEN U JOCTABYHIM HA cOTyep H Xapayep, KakTo U ¢ JOOpPHUTE MPAKTHKH, MPETIOPHhUAHU OT
BOJICIIIM B 00JIaCTTa HA CUTYPHOCTTA OpTraHU3AIIHH.

(5) MepkuTte 1o ain. 1 TpsioBa na ca:

1. pa3HOpOIHM - TOCTUTAaHETO Ha BCSAKA OT LEIUTE HA MpeXoBara W HHPOpMalMOHHATA
CUTYPHOCT C€ peaju3upa ¢ pa3jiuyHU 10 XapakTep U CHenu(uKa MEpKH, KOETO Ch3[laBa YCIOBHE 3a
MHOTOCJIOMHA 3aluTa, WIK T. Hap. "abjI00Kka oTOpaHa';

2. KOHKPETHH U JICCHH 3a BB3IPHUEMaHe, 3a Ja Ce TapaHTHpa, Y€ MEPKHUTE ACHCTBUTEIHO Ce
Tpuiarar;

3. epukacHM - Ja MMaT HAW-TOJSMO BB3JICHCTBHE BBPXY IOTCHIMATHHU 3alllaxd, KaTo ce
n30sTBa HEHY)KEH Pa3Xoj] Ha PeCypcCH;

4. mpOINOPIMOHAIIHA Ha PUCKOBETE - C OIIE] Ha MMOCTUTaHE Ha ONTUMAIHO CHOTHOIICHHE
MKy Pa3XoJu U TOJI3H MPU peayIM3upaHe Ha IeJIUTE Ha MpEeKoBaTa U HH(OPMAIIMOHHATA CUTYPHOCT;

5. mpoBepumu - rapantupar, ye CyOeKThT MOXE J1a IPEIOCTaBH HAa ChOTBETHHUS HAIIMOHAJICH
KOMIIETEHTEH OpraH Mo cMuchia Ha 49wi. 16 or 3akoHa 3a KHOEPCHTYPHOCT JO0Ka3aTejicTBa 3a
€()eKTUBHOTO UM MpHUJIaraHe B CbOTBETCTBUE C M3UCKBAHETO HA Wi. 16, ai. 3 OT ChIIHS 3aKOH.

(6) MuHHMaIHUTE MEPKHM 3a MPEKOBa M HH(POPMAIMOHHA CUTYPHOCT, MOCOYEHH B Tasu
HapenOa, He ca OOBBbP3aHH C OMPEACICHH TEXHOIOTHH.

I'naBa BTOpA.
MHUHUMAJIHU MEPKU 3A MPEKOBA U UTHOOPMAILIMOHHA CUT'YPHOCT

Pa3pea 1.
YupasJ/ieHue Ha MPe:KOBaTA M HH(POPMAIMOHHATA CUTYPHOCT

Pa3npenesienne Ha poJId M OTTOBOPHOCTH

Yn. 3. (1) AZMHUHHUCTPATUBHHUAT OpraH, ChbOTBETHO phKoBoauTeaT Ha CyOekra mo wi. 1, ai. 1,
T.2-5:

1. HocH mpsika OTTOBOPHOCT 3a MpEXKoBaTa W WHGOpPMAIMOHHATa CUTYPHOCT B OOXBara Ha
Hapea0ara, JOpU M KOraTto ACHHOCTTa € Bb3JIOKEeHA 3a U3ITbJIHEHNE HA TPETH CTPAHH,

2. Ch3/1aBa YCJIOBHUSA 3a MpUJIaraHe Ha KOMIUIEKCHA CHCTEMa OT MEPKH 3a YIIpaBJICHUE Ha Ta3u
CHTYPHOCT 10 cMHChIa Ha MexayHapoaen crtanaapt BJIC I1SO/IEC 27001; cucremara oOXBaria BCHUKA
o0lacTi Ha CUTYPHOCT, KOUTO 3acsraT MpexkoBata W WH(pOpMaimoHHaTa curypHocT Ha CyOekTa,
BKJTFOUUTEITHO (PU3HUECKaTa CUTYPHOCT Ha HHPOPMAITMOHHUTE M KOMyHUKAIIUOHHUTE CUCTEMHU;

3. ocurypsiBa HEOOXOAMMHTE PECypCH 3a MpUIaraHe Ha TPOTOPIIMOHATHH W aJeKBaTHU Ha
PUCKOBETE OPTaHM3AIMOHHHW, TEXHHMYECKH M TEXHOJOTHYHH MEPKH, TapaHTHUpPAId BHUCOKO HHBO Ha
MpekoBa U MH(OPMAIMOHHA CUTYPHOCT B 00XBaTa Ha Hapenoara,

4. yripakHsiBa KOHTPOJI BBPXY HUBOTO Ha MpeKoBaTa M MHGOPMAIIMOHHATA CUTYPHOCT Ype3:

a) OpraHu3udpaHe Ha OAUTH MO cMuchiaa Ha wi. 35, am. 1, . 1 m 3 3a goka3BaHe Ha
CHOTBETCTBHETO Ha MPEINPUETUTE MEPKH C M3UCKBAHHUATA HAa HOPMATHBHHUTE aKTOBE W TPUETUTE
CTaH/IapTH,

0) mpoBeXJaHE MHUHUMYM BEIHBX B TOJWHATa Ha TMEPUOJUYECH TpETiie]] Ha MpEXoBara H
nH(GOPMAIIMOHHATA CUTYPHOCT M Ha aICKBAaTHOCTTA HA MPEANPUETHTE MEPKHU;

5. ompenensi, JOKYMEHTHpa ¥ Hajara OTTOBOPHOCTH II0 W3IBIHEHHETO, KOHTpOJa H
WH(POPMHUPAHOCTTA 332 BCUYKM TPOIECH M JIEHHOCTH, CBBpP3aHH C PA3BUTHETO, MOAJPHKKATA U
eKCIToaTanusITa Ha THHOPMAIIMOHHUTE ¥ KOMYHHUKAIITMOHHUTE CUCTEMH, KaTo C€ CTa3Ba MPHUHIIUITHT, Ye
€/THO JTUIIE HE MOXKEe Ja KOHTPOJIUpa cOOCTBEHATA CH JIEHHOCT.

(2) JTumero mo am. 1 ompemenss CIyKUTEN WIA aIMHHHUCTPATHMBHO 3BEHO, OTrOBapsIIO 3a



Mpex)oBaTa U HH(OpMaIIMOHHATA CUTYPHOCT, KaTo:

1. CTy’>KUTENSAT WK 3BEHOTO, OTTOBAPSAIIO 32 MPEKOBaTa U MHPOPMAIMOHHATA CUTYPHOCT, € Ha
MPSIKO TIOJJYMHEHNE HA aJIMHHUCTPATUBHUS OpraH, ChOTBETHO Ha phKoBoautens Ha CyOekta, mo 4. 1,
an. 1, 7. 2 - 5 ¢ men npsko WHPOPMHpPAHE 3a CHCTOSHHETO M MPOOJIEMUTE B MpEKOBaTa H
MH(POPMALIMOHHATA CUTYPHOCT;

2. TMIPETIOPBYUTEIHN (PYHKIIMHM Ha CIIY)KUTEIIS WM Ha 3BEHOTO, OTTOBApSIIO 3a MPEKOBaTa U
MH(POPMaLIMOHHATA CUTYPHOCT, Ca OMMCAaHU B MpHiIoxkeHue Ne 6.

(3) Koraro cyOexkThT HMMa TEPUTOPHAIHH CTPYKTYPH H pPas3NpeieicHn HHPOPMAIMOHHU
CHCTEMH, 3a BCSIKa OT TE€3M CTPYKTYpPH C€ OIpenels CIyKUTell, OTroBapsil 3a MpexoBara u
MH(POPMAaIIMOHHATA CUTYPHOCT.

IMoanTHKA 32 CHTYPHOCT

Yn. 4. (1) CybGekrute pa3paboTBaT M mpUeMaT COOCTBCHA IOJMTHKA 3a MpEXKOBa U
MH(GOPMALIMOHHA CUTYPHOCT, KOATO C€ Mpepasrieka peAOBHO, HO HE TO-PAIKO OT BEJHBXK TOJUIIHO, U
pU HEOOXOUMOCT CE aKTyaJIH3upa.

(2) Tlomutukara chabpka crparermdeckute 1enu Ha CyOekta 3a MpekoBara u
WHPOPMAIMOHHATa CUTYPHOCT M TOAXO/Aa 33 MOCTUTAHETO WM B CBHOTBETCTBHE C OOIIMTE MY
CTPaTErHYeCKH U OTICPATHBHHU IIeJIM, HOPMATHBHHUTE aKTOBE M JOTOBOPUTE, TEKYIIUTE U MOTCHIIMATHUTE
BBTPEIIIHU M BHHIITHY 3aIIaXH 32 MOCTHTAHETO HA TE3H IEJIU ¥ 32 CUTYPHOCTTa Ha HH(POpMAIIUATA.

(3) [onuTrkaTa ¥Ma OTHOIICHHE KbM WJIM BKJIFOUBA BCUUKHA CHOTBETHU CHCHU(DUIHU TOJTUTUKA
32 CHTYPHOCT Ha MH(OpMAIIMOHHHTE W KOMYHHUKAallMOHHUTE CHCTEMH, KaTo OOMeH Ha HWHpopMarwms,
U3MOJI3BAaHE HAa MOOWIHH YyCTpPOMCTBa, paboTa OT pa3CTOSHUE, H3IMOJI3BaHE Ha Kpunrtorpadcku
MEXaHW3MH, YIPaBICHHE HAa JOCTBHIIMTE W aBTCHTUKAIMATA, pa3paboTBaHE Ha HOBU CHCTEMH,
yOpaplieHUEe HAa WHIMICHTH, B3aUMOOTHOIIIEHUE C TPETU CTPaHU, NMOBHIIABAaHE HA KBaTU(UKAIMATA HA
CIy’)KUTEITUTE U Ha OCBEJIOMEHOCTTA 10 OTHOIICHHWE Ha MPEKOBaTa M WH(POPMAIMOHHATA CUTYPHOCT U
Ap.

JlokymMenTHpaHa uHpopManus

Yn. 5. (1) 3a nHamansBaHe Ha 3aryOMTe OT HWHIMJICHTH Ype3 HaMaJissBaHE Ha BPEMETO 3a
pearupaHe W pa3peliaBaHETO WM, KaKTO M 3a HaMasiBAHE Ha BEPOSTHOCTTA OT BB3HUKBAHE Ha
WHIUJICHTH, TIOPOACHH OT YOBEIIKH rpetiku, CyOeKThT MOAIbpKA CIETHATA JOKYMCHTAIIHS

1. oruc Ha UHPOPMAITMOHHUTE aKTHBH;

2. ¢pu3nyecka cxema Ha CBbP3aHOCT;

3. mornvecka cxema Ha HH(POPMAITMOHHUTE TIOTOIIH;

4. TOKyMEHTAIMsI Ha CTPYKTypHaTa KabeaHa CUCTEMa;

5. TeXHHYECKa, €KCIUIOATAI[MOHHA U MOTPEOUTENICKA TOKYMEHTANUsI Ha WH()OPMAIMOHHHUTE H
KOMYHUKAITUOHHUTE CHCTEMH U TEXHUTE KOMIIOHEHTH;

6. MHCTPYKIMH/BBTPEIIHA TIpaBWJIa 3a BCSKAa JICHHOCT, CBbp3aHa C aJIMUHHCTPHPAHETO,
eKCIUIoaTalMATa ¥ MOJIPHKKATa Ha Xapayep U codTyep;

7. BBTPEIIHM TpaBWJIA 3a CIY)KUTEIUTE, YKa3Ballld MpaBaTa W 3aIbJDKCHUSATA WM Karo
MOTPEOUTENN HAa YCIYTHTE, MPENOCTaBIHU 4pe3 WH(OPMAIMOHHUTE U KOMYHUKAIIMOHHHUTE CHCTEMH,
KaTo H3MOJI3BaHE Ha TEPCOHATHH KOMIIIOTPH, JOCTBI 1O PECypCHUTEe Ha KOpHOpaTWBHATA Mpexa,
TeHepUpaHe U ChXpaHEHUE Ha MapoJIUTe, TOCTHII O HHTEPHET, padoTa ¢ eJIeKTPOHHA TOIIa, CUCTEMH 32
JOKYMEHTOOOOpOT W JAPYTHM BHTPEUTHOBEJIOMCTBEHU CHCTEMH, MPHHTHUpaHe, (akc, W3IMOoJ3BaHE Ha
CMEHSIEMH HOCHUTENM Ha HMH(OpManus B E€IEKTPOHEH BHUJ, HM3IMOJ3BaHE HAa MPEHOCHUMH 3alMCBAIIH
YCTpOMCTBA U T. H.

(2) Hoxymenranusra mo an. 1 TpsOBa jaa e:

1. enHO3HAYHO HASHTU(DUITUPAHA KAaTO 3ariaBHe, BEPCHs, 1aTa, aBTOp, HOMEpP W/WIH Jp.;

2. TOANbpXKAHA B AKTyaJlHO CHCTOSHHUE, KAaTo ce TMpepasmiexja U IpU HEOOXOIUMOCT ce
OOHOBSIBA TIOHE BEJIHBXK TO/IUIIHO;

3. o100peHa OT aJIMUHUCTPATUBEH OpraH, ChOTBETHO OT pbkoBoauTens Ha CyOekra mo 4. 1,



an. 1, T. 2 - 5 win OT yIIbJTHOMOIIEHO OT HETO JIUIIE;

4. knacudunrpaHa Mo CMUChHJIa Ha 4. 6;

5. IOCTBIIHA caMoO JI0 Te3W JHUIa, KOUTO € HEOOXOAMMO Ja 5 IMOJI3BAaT NMPH HU3IIBIHCHUE Ha
CITYKCOHHUTE CH 3abJKCHUSI.

(3) CybextbT momabpka MHPOPMAIMS, TOKa3Balla MO HEOCIOPUM HAYMH H3IIBJIHCHHETO Ha
M3UCKBaHMTA Ha Ta3u Hapeaoa.

(4) Uadopmarnwmsta o ai. 3:

1. ce mopabpka B aKTyaJIHO ChCTOSIHUC;

2. € IOCThITHA CaMO 3a:

a) Te3W JIMIa, KOUTO € HEOoOXOAMMO Ja s TOJI3BaT IPU H3IBIHCHHE Ha CIY)KECOHUTE CH
3aJIBJDKEHUS 110 CHJIaTa Ha TPYIOBH, CITY>KEOHH MM JOTOBOPHH OTHOIIICHHUS,

0) mpeACTaBUTEIN HAa CHOTBETHUTE HAIIMOHAIHU KOMIIETEHTHH OpraHU ChINIACHO Wi. 16, am. 5
OT 3aKoHa 3a KHOEPCUTYPHOCT;

B) IPYT'H OPTaHHU3aIlMH, OTIPABOMOIIICHH C HOPMATUBEH aKT WJIM JIOTOBOPHU OTHOIIICHHS.

Knacngukanus Ha mHpopManuaTa

Yn. 6. (1) CyGekThT mpuemMa BBTPEIIHM IpPaBUiIa 10 CMHUCHIa HA wi. 5, an. 1, 7. 6 u 7 3a
KJIacuukanys Ha uH(OpMaIMaTa, KOUTO YKa3BaT Kak Jila ce MapKupa, MU3Ioj3Ba, 00paboTBa, 0OMEHS,
ChbXpaHsBa M YyHHIIOKaBa HHPOpMANUATA, C KOATO pasrojara opraHuzanusaTa. lIpemopbumrtenHa
KiacuuKanus € 1ajaeHa B mpuiokenue Ne 2.

(2) TlpaBunara mo an. 1 rapanTupar A0CTAaThYHA, aJCKBaTHA U MMPOIMOPIHOHAIHA HA 3aIlIaXUTe
3amuTa Ha WH(pOpMamuATa C OIIeJ Ha HEWHAaTa BaXHOCT, YYBCTBHTEIHOCT W HAa HOPMATUBHUTE
M3UCKBAaHMS KbM Hesl.

(3) Knacudukamnusara no aia. 1 ce mpuiara M BbPXYy BCHUYKH PECYpCH, KOMTO y4YacTBaT B
Ch37IaBaHETO, 00pPabOTBAHETO, CHXPaHSIBAHETO, NMPEHACSHETO M YHHUIIOKABAHETO Ha HMHQOpMAIUATA,
KaTo KBbM TAX TpsiOBa Ja ce mpuijarar MOIXOMSAIIM MEXaHW3MH 3a 3allliTa, ChOTBETCTBAIIM Ha
unentudunmrpanute or CyOekTa 3ariaxu.

(4) HuBoto Ha kimacudukanusaTa TpsOBa Ja € MOAXOIAINI0 HAHECCHO BbPXY JOKyMEHTHpaHaTa
nHpopmarusi.

(5) 3a knacudukammsaTa 0 al. 1 He ce JOMyCcKa M3MOI3BaHETO HAa HUBATa Ha KiIacH(UKALKS 3a
CUTYPHOCT Ha WH(pOpManuara OoT o0xBara Ha 3aKOHA 3a 3allUTa Ha KiIacuduimpaHara WHGOpPMAIIUs,
KaKTO U TEXHHSAT rpUd.

(6) Undpopmanusara Oe3 kimacudukaims € AOCTHIIHA 3a OOIIO IOJI3BaHE IMPH Cla3BaHE Ha
CTaHJapTHHUTE MIPaBHJIa 32 aBTOPCKU MIPaBa U KbM Hesl HE e MpIIaraT MEeXaHu3MH 32 3aIluTa.

(7) Tpu obmen Ha mHbopmanus ce m3monsBa kinacuduranus TLP (traffic light protocol)
ChINIACHO MpuiiokeHue Ne 2.

YnpagpiieHue Ha pUCKa

Yn. 7. (1) CyOekThT U3BBPIIIBA aHAJIU3 U OIICHKA HAa PUCKA 32 MPEXKoBaTa ¥ HH(OpMaIIMOHHATA
CUTYPHOCT PETYyJISIPHO, HO HE MO-PSAKO OT BEAHBK TOAMIIHO, WJIHM KOTaTo CE€ Hajarar ChIICCTBEHH
W3MCHEHHUsI B IICNIUTE, BBTPCUIHUTE M BHHIIHUTE YCIOBUS Ha paboTa, WHPOpMAIMOHHATA U
KOMYHHKAITMOHHAaTa WHQPACTPYKTypa, MEHWHOCTUTE WM MPOIECUTEe, BIW3aIM B OOXBara Ha TasH
Hapenoa.

(2) AHanu3bT U OlICHKAaTa Ha PUCKa ca JOKyMEHTHpaH MPOoIec M0 CMUCHIa Ha 4. 5, ai. 1, T. 6,
B KOWTO Cca perlaMeHTUPAHU HUBAaTa HA HETPUEMJIMBUS PUCK M OTTOBOPHOCTHUTE Ha JIMIIATA, YIaCTBAIIN
B OT/ICJTHUTE €Taly Ha mpoleca.

(3) AHanM3bT U OllEHKAaTa Ha PUCKA CE M3BBPIIBAT 10 METOIWKA, TapaHTHPAIla ChHU3MEPUMH,
OTHOCHUTEITHO OOCKTHUBHHU U TOBTAPSIIN c€ pe3yaTaTd. MeToaukara ce o1o0psiBa OT aIMUHUCTPATUBHUS
opraH, CbOTBETHO OT PBKOBOAUTENSA Ha cyOekra mo wi. 1, an. 1, T. 2 - 5, u e mocreiiHa 3a JIMIara, Ha
KOHMTO € BB3JIOKEHO JIa y4acTBaT B Mpolieca. Moxke J1a ce mpuiiara mpenopbyuTeIHa METOANKA ChITIACHO
npuiioxkenue Ne 3.



(4) Ha ocHoBaHMe Ha aHaIM3a U OllCHKaTa Ha pucka CyOeKThT M3TrOTBS IUIaH 3a HaMaJlsiBaHE Ha
HEMPUEMITUBUTE PUCKOBE, KOMTO J1a BKIIFOYBA MUHUMYM:

1. mOaXOSAIIM U TPOTIOPITMOHATHU MEPKH 32 CMEKYaBaHE HAa HEMTPUEMIIMBUTE PUCKOBE;

2. HeoOXOIMMH pecypcH 3a U3IIBIHEHHUE HAa Te3U MEPKH;

3. CpPOK 3a MpujaraHe Ha MEpKUTE;

4. OTTOBOPHH JIHIIA.

YupasieHue HAa HHYOPMANMOHHUTE AKTHUBH

Yn. 8. (1) CybekrhT mprieMa BBTPCIIHH MpaBWiia IO CMUCHIa Ha wi. 5, am 1, T. 6,
penIaMeHTUpAIld Tpoleca HA yNpPaBICHHE HA JKU3HCHHUS IUKBI Ha HWHQOPMAIMOHHUTE U
KOMYHUKAIIMOHHUTE CHUCTEMHM U TEXHHUTE KOMIIOHEHTU. BbTpelrHuTe mpaBuia TpsOBa €IHO3HAYHO Ja
yKa3BaT yCJIOBUATA, HauWHA W pela 3a MpuaoOWBaHe, BBBEXKIAHE B CKCIUIOATAIMS, IOAIPBHKKA,
[peMecTBaHe/U3HACSHEe, M3BEXKJIaHE OT eKCIUIoaTalusl M YHUIIO)KaBaHe Ha WHGOPMAIMOHHU U
KOMYHHUKAIIMOHHU CUCTEMH U TEXHUTE KOMIIOHEHTH.

(2) Omuchrr Ha MHPOPMAIMOHHWTE aKTHBU IO CMHCHIa Ha wi. 5, anx. 1, T. 1 ceappka
uH(popMaIus, HeoOXoIMMa 3a pa3pelIaBaHeTO HAa WHIUICHTH, aHAIIU3 U OIlEHKA Ha PUCKA, YIPaBICHUE
Ha YS3BUMOCTHU U YIIpaBJICHUE HA U3MEHEHHSITA, KaTO:

. €/IHO3HAYHA UACHTU(DHUKAINS, KATO MHBEHTAPEH, CEPUEH HOMEP WU JIp.;

. OCHOBHH XapaKTE€PUCTHUKHU;

. YCIIyTH, IPOIIECH U JIEHHOCTH, B KOUTO y4acTBa;

. MECTOIIOJIOKEHHUE;

. TOJIMHA Ha MPOU3BOJICTBO, KBCTO € MPUIOKHUMO;

. JlaTa Ha BbBEXKJaHE B €KCILIOATAlUs, KBAETO € MPHIIOKUMO;

. BEPCHsI, KBJIETO € TPUII0KHIMO;

. MECTOHAXOXKJICHHE Ha CBbp3aHaTa C HEro JOKyMEHTalus (TeXHUYeCKa, eKCIJI0aTal[MOHHa,
MOTPEOUTENCKA U JIp.);

9. OTTOBOPHO JHIIE.

CHrypHOCT Ha YOBEIIKHTE PecypcH

Yn. 9. (1) 3a HamansBaHe Ha pUCKA OT HWHIMIACHTH, YMHIUICHO WM HEYMHIIICHO
MPEIU3BUKAaHU OT Ciyxurend, CyOeKThT rapaHtupa 4pe3 BBTPEIIHU TMpaBuUia U HHCTPYKIUH, Y€
CIy’)KMTEJIUTE, MMl OTHOIIEHHWE KbM MPOLECUTE M JAEeHHOCTHUTE B oOXBaTa Ha Hapendara, uMmar
MOJXO/IAIIIaTa KBaTU(UKAIINS, 3HAHUS U YMEHUS 32 U3ITBIHCHUE HA OTTOBOPHOCTHTE CH.

(2) BerpentauTe npaBuia 1o aji. 1 periaMeHTHpar:

1. mpomeca 3a HaemaHe Ha paboOTa B CHOTBETCTBHE C MPIJIOKUMHUTE 3aKOHU M IOJI3aKOHOBHU
HOpPMaTUBHH aKTOBE, MpodecroHaIHaTa eTuKa U CboOpa3HO M3UCKBAHUATA, CBbP3aHU C IEHHOCTTA UM -
KiacuuKanuaTa Ha HHGOpPMAIHATA, 10 KOSATO UMAT TOCTHII, U MPEATOIAraeMUTE PUCKOBE;

2. OTTOBOPHOCTUTE M 3aBbJDKCHHSTA MO OTHOIIEHHWE Ha CUTYPHOCTTa Ha MH(OpManuara npu
MPEeKpaTsBaHe WM MPOMSHA Ha CTYKeOHUTE/JOTOBOPHUTE OTHOIIICHUS;

3. IUCUMIUIMHApPEeH Mpollec 3a Juiara mno aja. 1, Kkouto ca W3BBPUIWIM HApyLIEHUE IO
OTHOIIICHUE HA MOJIUTUKATA ¥ BRTPEIIHUTE MPaBUia 3a MPEXKoBa U HHPOPMAIIMOHHA CUTYPHOCT.

(3) OtroBopHOCTHTE Ha JTMIATa MO all. 1 10 OTHOIIEHHE Ha CHTYPHOCTTa Ha MH(OpMAIHsTa ce
JOKYMEHTHUPAT C SICHO OIPENIeIICHH CPOKOBE U 33/ IbIKCHUSI.

(4) CybOexThT 00e3meyaBa HUBOTO HAa MPEX0OBa U HH(OPMAIIMOHHA CUTYPHOCT MTOCPEICTBOM:

1. momxomsamo mnpodecuoHaATHO OOydeHHWe 3a TMOBUIIABaHE Ha KBamupuKanusTa Ha
CIIy>)KMTEJIUTE B ChOTBETCTBHE C U3I0JI3BAHATA TEXHUKA U TEXHOJIOTUH;

2. TepUOANYHO WHCTPYKTHUPAHE HA CIY)KUTEIWTE 3a IOBUIIABAHE HA BHUMAHUETO UM II0
OTHOILIEHHWE Ha MpekoBara M MHGOpPMAIMOHHATa CUTYPHOCT; MHCTPYKTaXbT C€ MPaBH MO YTBbPACH
rpaduK u ce JOKYMEHTHpA M0 HAUYWH, TapaHTHUPAIIl TPOCIEASIEMOCT.

YnpapiieHue Ha B3aMMO/IeliCTBUAITA C TPETH CTPAHH

Yn. 10. (1) Ilpu ycraHoBsiBaHE Ha B3aMMOOTHOIICHUS C JOCTABUMIM HA CTOKH U YCIIYTH,

0N A W —



HapedeHu "TpeTtH cTpaHu', CyOeKThT TpsOBa /Ja TOTOBOPU M3MCKBAHUS 32 MPEXKOBA U MH(OPMAIIMOHHA
CUTYPHOCT, BKJIIOUUTEIHO:

1. 3a curypHocT Ha nHbOpMaLUATa, CBBP3aHU C AOCTHIIA HA MPEACTABUTENIN HA TPETH CTPAHU
1o uadopmanus 1 aktuBu Ha CyOekTa;

2. 3a J0Ka3BaHe, Y€ TpeTara CTpaHa ChHLIO MpHJIara ajaeKBaTHU MEPKH 3a MpEXoBa U
nH(GOPMAIIMOHHA CUTYPHOCT, BKJIIOUUTEIHO KJay3W 3a JOKa3BaHETO Ha IMPHJIAraHeTO Ha TE€3U MEPKHU
Yype3 JOKYMEHTH W/WIH IPOBEXKIaHE HA O/IUTH;

3. 3a mpo3payHOCT Ha BepUrara Ha JOCTAaBKHUTE, TpeTaTa CTpaHa TpsOBa Jla € crnocoOHa 1a
JOKa)ke MPOM3X0Jia Ha MpeIaraHus pecypc/yciryra i Heropara CUrypHOCT;

4. mocneauIy Mpy Hecra3BaHe Ha U3MCKBAHUATA 32 CUTYPHOCT Ha UH(OpMaLUATA;

5. OTTOBOPHOCT IpPU HECIMA3BaHE Ha JIOTOBOPEHUTE CPOKOBE, KOJMUYECTBO H/MJIM Kaue€CTBO Ha
yciyrara, KOeTo MOXKe J1a Ch3/1aJie PUCK 3a IOCTUraHe Ha LIeJIUTe Ha MpekoBaTra U MH(GOpMalMOHHATA
CUTypHOCT;

6. 3a B3auMOJICHiCTBUE B Cly4yail HA Bb3HMKBAHE HAa WMHIUACHT, KOMTO Hail-MajKO BKJIIOYBA!
KOHTAaKTHH TOYKM, HAUMH 3a JIOKJIaJIBaHE, BPEME 3a peakilys, BpeMe 3a Bb3CTAHOBABaHE Ha paborara,
YCIJIOBUS 32 3aTBapsiHe HAa MHIUJICHT.

(2) CyOexTbT ompenesst CIYXHTE/CIYKUTEIH, OTTOBapsI/OTrOBapsINd 3a CHa3BaHE Ha
M3HMCKBaHUATA 110 all. | ¥ mapaMeTpuTe Ha HUBOTO HAa 00CITy>KBaHE.

(3) CyOekTbT M3roTBs IUIaH 3a JCUCTBHE B CIIyYail HA HECIIa3BaHE HA YTOBOPCHUTE JICHHOCTU U
KJIay3U C TpeTaTa CTpaHa.

YnpagpiieHue HA U3MEHEHUSTa B UH(POPMALMOHHUTE AKTHUBH

Y. 11. (1) CyGekThT mpHemMa BBTPENIHM IPaBUJIa 3a YyIpaBICHHC HAa H3MCHCHHATA BbB
BOXHUTE 32 JCHHOCTTa My MH()OPMAIIMIOHHH aKTUBU B CHOTBETCTBHE C M3MCKBAaHETO Ha 4. 5, an. 1, T. 6
C IleJ HaMaJlsiBaHE Ha PUCKa OT WHIMJICHTH, HACTBIIMIM B pE3yATaT Ha W3MEHEHHUS BbB BaKHHUTE 3a
JNeHOCTTa My HWH()OPMAIIMOHHU AKTWBHU, W TO-TOYHO B HH(MOPMAIMOHHUTE W KOMYHHKAIIHOHHUTE
CUCTEeMHM M OOCIyXBalllaTa TM HHPPACTPYKTypa, B MPOLECUTE M JEHHOCTUTE, B KOH(UTypalUHUTe, B
codryepa wim BbB hbpMyepa.

(2) Mpenu na ce u3BbpiK U3MeHeHneTo, CyOeKTHT TPsAOBA Ja HANpaBH aHAU3 U OICHKA Ha
pHCKa B CHOTBETCTBHE C 4JI. 7.

(3) Usmenenwusita ce:

1. mnanupar, Karo ce OmpeaessT CPOKOBE U OTTOBOPHOCTH 3a BCSIKa JIEHHOCT, KOATO mie Oble
U3BBPILIEHA TIPE/IH, 110 BpeMe Ha U clie/l U3MEHEHHUETO;

2. ChINAcyBaT MPEABAPUTEIIHO C BCUYKU CTPaHW, MMAIId OTTOBOPHOCTH KBM TPOIECUTE U
NneiHOCTUTE B 00XBaTa Ha Hapeaoara;

3. onoOpsiBaT OT aIMUHUCTPATUBHUS OPraH, ChbOTBETHO OT PHKOBOJMUTENS Ha CyOekTa mo 4. 1,
an. 1, T. 2 - 5, uiaum OT yIbJIHOMONIEHO OT HETO JIUIIE;

4. omnoBecTsBaT IO TNOAXOMAII HAYMH HA BCHUYKH CTpPaHHM, KOMTO ca 3aMHTEPECOBAHH;
nH)OpPMUPAHETO HA 3aWHTEPECOBAHUTE CTpPaHU TpsiOBa Ja € MOHe 3 JHU Tpenud Ja CE HalpaBH
M3MEHEHHETO;

5. mpoBepsIBaT B TECTOBA Cpela.

(4) CyGekThT pa3paboTBa IUIaH 32 BPBIIAHE HA CUCTEMHUTE B MIPEAUIIHOTO UM ChCTOSIHUE, 33 Ja
ce HaMaJli IPOIBDKUTETHOCTTA Ha MOTEHIIMANIeH HHIIUIEHT, HACTBHIIMII B PE3YJITaT HA U3MEHEHUETO.

CurypHocT npu pa3padoTBaHe U Npu100MBaHe Ha MHPOPMAIUOHHN U KOMYHUKAIIMOHHH
CHUCTEMH

Yn. 12. (1) Ilpu paspaborTBaHe Ha MPOEKTH M TexHUUYeCKH 3aaaHusi CyOeKkThT BKIIIOUBA
aJIeKBaTHU U KOMIUIEKCHU M3MCKBAaHUS 32 MpEXoBa U HH(OPMALIMOHHA CUTYPHOCT, OCHOBAaHU Ha aHAJIN3
U OLIEHKA Ha PUCKa, C IIe]l J]a Ce TapaHTUpa, Y€ M3MCKBAHOTO HMBO Ha CHUTYPHOCT Ha MH(OpMAIUATA,
MpEXUTE U HHPOPMALIMOHHUTE CUCTEMH € 3aJI0KEHO OIIIe B eTana Ha pa3paboTKa U BHEIPSIBAHE.

(2) CyOekThT BBBEX/Ia B €KCILIOATAIMs HOBH MH()OPMAIIMOHHM M KOMYHHKAIIMOHHU CHUCTEMHU



IUIaHUPAHO M CJICH YCICHIHO IIPOBCACHHM W OOKYMCHTHPAHKM TCCTOBC, AJOKa3Balllkd 3alliiTara Ha
I/IH(l)OpMaHI/IHTa oT 3ary6a Ha JOCTBIIHOCT, HHTCIPUTET U KOH(l)I/II[eHI_[I/IaJ'IHOCT.

Paznea I1.
3amura

Cerperamus

Y. 13. (1) CybekThT moaabpska HHGOPMALMOHHA U KOMYHHUKAIIHOHHA HHPPACTPYKTYpa, KOSTO
rapanTupa, 4¢ HHGOPMAMOHHUTE U KOMYHHKAIIMOHHUTE CHCTEMH, U3ITBJIHABAIIN PA3INIHU (PYHKIIUH,
ca paslelieHd U M30JUPAHU MOMEXAY CH (PU3UYECKU H/WIN JIOTMYECKH, KaKTO M 4e ca pa3ielieHu U
M30JIUPaHU OT WH(POPMAIMOHHUTE M KOMYHUKAIIMOHHUTE CHUCTEMHU Ha TPETH CTPaHU, C el Ja ce
OTpaHUYH PA3NPOCTPAHEHUETO HA UHIIMJCHTH C MpeXoBaTa U HHGOPMAIIIOHHATA CUTYPHOCT.

(2) B ciyuaii ue majeHa cucTeMa € ChbCTaBeHa OT MOACHCTEMH, Pa3[e/ITHETO UM TpsOBa 1a ce
OCBILECTBU Ha MOCIETHO (PU3NYECKO UIIH JIOTHYECKO HUBO, KaTO yeO ChbpBbPBT, ChPBbPBT C MPUIIOKHUS
coryep u ChpBBPBT ¢ Oazara JaHHU Ha eaHAa MHPOPMAIIMOHHA CHCTEMa TPSOBa /1a ca Pa3MoJIOKECHH Ha
pa3IMyYHU MAIIMHU U B PA3IMYHU MPEXKH.

duarpupane Ha Tpaduka

Yn. 14. (1) CybexrbT rapantupa, 4e TpaGUKBT MEKAY OTACIHUTE CHCTEMH W TEXHHTE
MOJICUCTEMH € KOHTPOJHUpaH upe3 moaxomsanio ¢unrpupane (o |P ampec, mo mporokosn, mo HOMep Ha
nopt ot Transmission Control Protocol (TCP)/Internet Protocol (IP) cteka u T. H.) ¢ 1en npeBeHIHs Ha
€BEHTYATHH aTaKu U OTpaHUYaBaHE HA Pa3MPOCTPAHCHUETO HA MHIHICHTH. DunTpupaHeTo Ha Tpaduka
TpsiOBa Ja Obae MO MpeIBapUTENHO pa3NHCaHM U ON0OpeHH MpaBHiia, OCHOBABAallld C€ Ha
(YHKIIMOHATHOCTTa W CUTYPHOCTTa, KOWTO TpsOBa Ja ObAAaT pPEIOBHO TMPOBEPSBAHU 3a
HeperlaMeHTHUPaH! U3MEHEHUS U J1a ObAaT aKTyaJu3upaHu ¢ Orvie/] Ha HOBOBb3HUKBAIILM 3aILIaXH.

(2) Henyxuure nmoprose no nporokosin 1CP u User Datagram Protocol (UDP) tpsioBa na 6b1ar
3a0paHeHH 4Ype3 aJeKBaTHO KOH(UTypupaHe Ha H3MOJI3BaHUTE COPTYEpHH pEIICHUs, XapayepHHU
YCTpOHCTBA 1 000pYABaHE 3a 3alIUTa U KOHTPOJ Ha TpaduKa.

HeoTopu3upaHo u3noji3BaHe HA yCTpPoHcTBA

Un. 15. (1) CybekTsT mpuema sicHO AeUHUPAHN TOJTUTHKU OTHOCHO U3IOJI3BAHETO HA:

1. IMYHU TEXHUYECKHU CPEJCTBA B Mpexkara, KOATO KOHTPOJIUPAT;

2. IPEHOCHMH 3aITUCBAIIU YCTPOMCTBA.

(2) TomuTukUTE Ce OTpa3siBaT BbB BHTPEUIHUTE MPaBHIIA, KATO CE MPEANpPUEMaT MOAXOISIN U
PEIUIPOYHU Ha 3aIUIAXUTE MEPKH 32 PEaTU3UPAHETO HM.

Kpunrorpadus

Y. 16. (1) Cy6ekTsT pa3paboTBa MOJIMTHKA U BHTPELIHH MTPaBuUja chracHo wi. 5, an. 1, T. 6 3a
npujarane Ha KpUNTorpackd MeXaHM3MH, KOMUTO C€ U3MOJ3BaT 3a TrapaHTHpaHe Ha
KOH(PHUICHIIMATHOCTTa ¥ HMHTETPUTETa HAa YyBCTBHUTEIHAaTa WHGOpMAIMs B CHOTBETCTBHE C HEWHAaTa
KJIacU(pUKAIIHS.

(2) Kpunrorpadckure MEXaHH3MHU C€ ChOOpa3sBaT C YA3BUMOCTTAa Ha WH(pOpPMAIUATA KbM
3amaxyd 3a HEHWHUTe KOH(DHMIESHIIMAIHOCT W MHTErPUTET U C HOPMATHUBHUTE M PETYIaTOPHUTE
M3HUCKBaHMS KbM HEWHOTO Ch3/laBaHe, ChbXpaHsSIBaHE U MPEHACSHE.

AJIMMHHCTPHPaHe HA UH(POPMANMOHHUTE U KOMYHUKALIMOHHUTE CUCTEMH

Yn. 17. (1) CyOexThT mpuiiara CjIeIHUTE MEPKH 3a 3al[UTa Ha MPOQUINTE C aIMUHUCTPATUBHU
mpaBa 3a MHPOPMALIMOHHUTE U KOMyHHUKAIITHOHHUTE CUCTEMHU U TEXHUTE KOMIIOHEHTH:

1. mpenu BBBEXKIAHE B €KCILTOATAIIMS 3aBIIKUTEITHO C€ CMEHIT UACHTH()UKAIIMOHHUTE JTaHHU
Ha aJIMUHUCTPATOpa, BHBEJCHHU IO MOJpa30onpaHe WU UHCTATUPAHU OT MPOU3BOIUTEINS/IOCTABUNKA HA
MH(POPMALIMOHHUS AKTUB;

2. aIMUHUCTPATOPCKUTE MPOPIIN Ca IEPCOHAITHU;

3. aAMUHHCTPATOPCKUTE MPOQIIN Ce MU3MOI3BAT CaMO 332 AIMUHUCTPATUBHU LIEIIH;



4. aIMUHUCTPATOPCKHUTE NPOPWIH CE€ Ch3AaBaT CaMO HA CIY)KUTEIH, KOUTO H3BBPIIBAT
aJIMMHHUCTPATUBHHU ONepaluu (MHCTaIpaHe, KoHQUTrypHupaHe, yrpaBlieHue, MOAIPbKKa U T. H.);

5. mpaBara Ha BCEKU aIMUHUCTPATOPCKH AKAyHT ca OTPAHUYCHU BHB BH3MOXKHO HAW-TOJISIMA
CTerneH 10 (PyHKIMOHATHUS U TEXHUYECKUS IEPUMETHP Ha BCEKU aJIMUHUCTPATOP;

6. TAaHHWUTE 332 ABTCHTHKAIMATA Ha a]MUHUCTPATOPCKUTE AKAYHTH:

a) ca pa3JIMyHU 32 BCSKA CUCTEMA,

0) ca c BB3MOXKHO Hai-rojisiMa CJI0KHOCT, TIO3BOJICHA OT CHCTEMaTa WU HEWHHUS KOMITOHEHT;

B) ce ChXpaHsIBaT MOAXOAAIIO (PU3MYECKU U JIOTUYECKU 3AIIUTEHU, KaTo JAOCTBI 0 TIX HUMa
camo oTopu3upaH npeacraButen Ha CyOekTa;

7. mojgabpKa CHUCHK HA aJAMHHHUCTPATOpCKUTEe MNpoguid 3a HHOOPMALMOHHHUTE U
KOMYHUKAIUOHHUTE CUCTEMH U TEXHUTE KOMIIOHEHTH;

8. py HEBB3MOXKHOCT Ha aJIMMHUCTPATOP Ja U3IM'BJIHABA IMBIHOLUEHHO (PYHKUIMUTE CH MOpaau
OOCKTUBHU PUYUHM MpaBaTa Ha aMUHUCTPATHBHUS My aKayHT C€ CIIUPAT 32 ChOTBETHUS TIEPUO]T;

9. moHe BEOHBK TOAMIIHO C€ NpaBHU IMperiiel] Ha aJMHUHHCTPATOPCKUTE MPOPUIN C Iel
YIOCTOBEPSIBAHE HA aKTyalTHOCTTA UM.

(2) ITaponuTe 3a aBTEHTUKALIUA HA aIMUHUCTPATOPCKUTE MPOMUIN CE CMEHAT 3aIbJKUTEIIHO:

1. meproaMYHO - Hai-MaJIKO BEAHBXK B TOJUHATA;

2. IpU MPEKpaTSIBAHETO HA JIOTOBOPHUTE OTHOIICHUS CHC CIYXKHUTEIU WM TPETU CTpaHH, Ha
KOWTO TE3H JIaHHU ca OWJIN U3BECTHU;

3. mpu poOuUB B MpeKoBaTa U HHPOPMAIIMOHHATA CUTYPHOCT.

(3) Bcuuku omepainuu, MpOLECH W JCHHOCTH B WH(POPMAIMOHHUTE U KOMYHUKAITUOHHUTE
CUCTEMH U TEXHHUTE€ KOMIIOHEHTH, WM3BBbPUICHH C aJIMUHUCTPATOPCKU IpaBa, ce€ JAOKYMEHTHpAT IO
CMUCHJIA HA WII. 5, an. 3 1 4 332 BCEKU aJJMUHUCTPATOPCKU POGUIT ¥ B CHOTBETCTBUE C U3UCKBAHMITA HA
. 29,an.2,4,5u6.

(4) B pokymeHTamusTa MO ajl. 3 HE C€ BBBEXKIAT M HE CE€ ChXpaHSABAT MApOJU Ha
aJIMMHUCTpaTUBEH Mpodui noa popmara Ha SIBEH TEKCT WM Xell.

Cpena 3a aAMUHHCTPHPaHe

Yn. 18. (1) CybOekTbT HM3MON3BAa OTACIIHA, MOIXOAIIO 3allUTeHa cpeda (MpeXka, CHCTEMa,
codryep u ap.) 3a LENUTE HA AAMUHUCTPUPAHE HA MH(DOPMALIMOHHUTE U KOMYHUKAITUOHHUTE CUCTEMH H
TEXHUTE KOMIIOHEHTH. Ta3u cpefa TpsOBa na € wu30IMpaHa OT Jpyrure HHGOOPMALMOHHU U
KOMYHUKAIMOHHU cucTemu Ha CyOeKTa U OT MHTEPHET U J]a He Ce U3I0JI3BA 3a IPYTH LIEIH.

(2) B cayuaii ye agAMUHHCTPUPAHETO HA MHPOPMAIIMOHHUTE ¥ KOMYHHKAIIMOHHUTE CUCTEMH U
TEXHUTE KOMIIOHEHTH HE C€ OCBIIECTBSABA Mpe3 cpelara Mo ajl. 1, moTomuTe Ha Ta3u HWHGOpMAIuUs
TpsiOBa J1a ca 3alIMTEeHU Ype3 MEXaHU3MH 3a YIOCTOBEPSBAHE U KPUIITUPAHE.

YupagiieHue Ha T10CThIIHUTE

Ui, 19. CyOexThT € JUTHKEH Ja JaBa JOCTHII J0 WHPOPMAITMOHHUTE W KOMYHUKAITMOHHUTE CH
CUCTEMH Ha MOTPEOUTEN WU aBTOMATH3UPaH MPOIEC caMO KOTaTo TO3H JOCTHII € CTPOro HEOOXOANM Ha
noTpeduTens, 3a Ja M3MBJIHU 3aJbJDKCHUSTA CH, WM Ha aBTOMATU3MpaHUs MPOIEC J1a H3BBbPILIN
HEOOXOMMMHUTE TEXHUUYECKH OIepalyu. 3a Ja TrapaHTupa, 4e€ JOCThI J0 HWHPOPMAIMOHHUTE U
KOMYHUKAIIMOHHUTE MYy CHCTEMH MMAaT CaMO OTOPU3HMPAHU MOTPEOUTENH, YCTPOICTBA (BKIIOYUTEIIHO
Ipyru HHGOPMAITMOHHU CUCTEMH) U aBTOMaTU3upaHu mnporecH, CyOeKThT:

1. BbB BHTPELIHUTE CH MpaBUJIa [0 CMUCHIIA HA Wil 5, al. 1, T. 6 onpenens:

a) TpaBara Ha JOCTBII /0 KOHKPETHH WH(POPMAIIMOHHU AaKTHBH Ha CIY>KUTEIHUTE CIIOPEN
JUTEKHOCTTA UM;

0) pena 3a 3asBsiBaHE, IPOMSHA U MIPEKpaTsSBaHEe Ha IOCTHIT,

2. mpujara 3aJbJDKATETH MEPKU 3a aBTEHTHKAIMs, OTOPH3alUs U OAUT HAa KOMIIOTHPHUTE
MpEXH M CHCTEMH, KOUTO BKJIIOYBAT M HW3HUCKBAHHS 3a ONpEJelieHa CIOKHOCT Ha JaHHUTE 3a
aBTEHTHKAIIMS; aKO Ce U3MOI3BaT Mapoiu:

a) Te cieBa J1a ChIbPIKAT MAJIKU U ToJIeMU OyKBH, IIU(PPHU U CHIEIIMATHU CUMBOJIH;



0) npIKMHATA UM TPsiOBa Ja € He TO-MaJIKo OT 8 cMMBOJIA 3a oTpeduTenckute u 12 cumBorna
3a aIMUHUCTPATOPCKUTE MPOPIIIH;

B) MApoOJIUTEe HA MOTPEOMTENCKUTE aKayHTH TpsOBa Ja Ce CMEHST PEryliIpHO Ha MEPHOA HE
MO-TOJISIM OT LIECT MECeNa;

3. rapaHTHpa, 4e¢ IOoTPEOUTEIICKUTE TPO(HIN ca MHIUBHIyaIHH, B €KEIHEBHATa padoTa TpsOBa
Jla ce M3MOJ3BaT MPO(UIN ¢ HA-HUCKOTO HUBO HA JIOCTHII, KOETO J1aBa Bb3MOXKHOCT 3a U3MbJIHEHUE Ha
CITy’)KeOHUTE 3aIbIKCHUS;

4. rapaHTupa, 4e JIMIaTa, UMaIlly IPaBo Ja 3asBABaT AaBaHe, IPOMEHSHE U CIHpPaHe Ha JOCThII,
OTIpe/IeTICHN BB BHTPEIIHUTE MpaBuia 1o T. 1, Oyksa "0", mpaBaT peoBHU MPETNIeAN HA TOCTHIUTE, HO
HE MO-PSAAKO OT BEIHDBK B FOJMHATA; IPU TE3U IMPETNIeN ce YCTaHOBSIBA AaJld BCUYKU, HA KOUTO € aJeH
JOCTBII JI0 MpeXara, 10 OTACTHUTE CUCTEMH W/WUIU MPWIOKEHUS, UMAaT MPaBO HA HETO B CHOTBETCTBUE
ChC CITY’)KEOHUTE UM 3abJKCHHUSI, 1aJIi BHHILIHY JHIA UMAT JOCTHII U KaKbB € TOH (OMBILIN CIIy)KUTEIH,
MPEJICTABUTEIM HA TPETH CTPaHU); 3a IETUTe Ha TMpErieIuTe aJMHHHUCTPATOPUTE HA CHOTBETHUTE
MHGOPMAIMOHHM M KOMYHHUKAIMOHHU CHCTEMHU MPEAOCTaBIT Ha OMPAaBOMOLICHUTE BbB BHTPELIHUTE
nmpaBwia 1o T. 1, 6ykBa "0" nMIla CIMCHK HA BCUYKU, KOUTO MMAT JOCTBII O CUCTEMAara M HUBOTO Ha
JOCTBIIA, & OIPABOMOIIEHUTE JUIa TOKYMEHTUPAHO TOTBbPKAABAT WIN JaBaT yKa3aHus 3a MPOMSHA;

5. orpaHuYaBa JaBaHETO Ha MPHUBHICTHPOBAH JOCTHI (IIO-BUCOKO HUBO HA JOCTHIT MU JOCTHII
710 CUCTEMa, J0 KOSITO JIMIIETO He TpsiOBa Jla MMa JOCTHII B CHOTBETCTBHE C BHTPEUIHUTE MpaBuiIa Mo all.
1); NpUBUICTUPOBAHUSIT JOCTHI TPOBA J1a CE€ JaBa CaMO 3a ONPECICH MEPHOJ U Jia C€ KOHTPOJIUPAT
JICHCTBHSATA C HETO;

6. rapaHTHpa, 9e JOCTHIIBT JI0 CIIO/CTICHH (aillIoBe U MPUHTEPH € Pa3peIIeH caMO OT MPEXKara,
KoHTponupana ot Cybekra.

3amuTa npu oTaajeyeH J0CTHI/PadoTa oT pa3cTosAHUE

Un. 20. Tlpu HEOOXOAUMOCT OT JOCTBHII J0 HH(POPMAIIMOHHW aKTHBU W3BBH MpeEKara,
koHTponupana ot CyOekTa, ce cria3BaT M3UCKBaHUATA HA Wi. 19, BKIIIOYUTEITHO:

1. ce u3non3Ba Hali-MaNKo By(paKTOpHA aBTEHTHUKAIHS;

2. ce U3MOoJI3BAT CaMO KaHAJIM C BUCOKA CTEeleH Ha 3amuTa kato Virtual Private Network (VPN);

3. He ce m3nomnsBar File Transfer Protocol (FTP) u Remote Desktop Connection.

3amuTa Ha Xap/AyepHH YCTPOiCTBA

Y. 21. (1) 3a HamansBaHe HAa PUCKA OT WHIUACHTH, MPESIU3BUKAHU OT TEXHHYCCKH MOBPE/IH,
CyOexTsT:

1. ocurypsiBa KIIMMaTUKO-MEXaHUYHUTE YCIIOBHS, YKa3aHU OT IPOU3BOAUTEIS;

2. OChINECTBSIBA HAOMOCHUE HA TTApAMETPHUTE HA YCIOBHSITA 11O T. 1;

3. mpoBexJa IJIaHMpaHa pErylsipHa TeXHUYecka NpoduIakTHKa Ha YCTpoMcTBara B
CHOTBETCTBUE C MOJIUTUKATA MY 32 KU3HEHUS UM IUKBIL.

(2) 3a HamansBaHe Ha pUCKa OT HeoTopusupaH aocThIl CyOeKTHT € JUTHKEH Ja pasmojara
YCTpOHCTBaTa B 30HU, KOUTO ca (PU3UUYECKH W JIOTUYECKH 3AIIUTECHU B CHOTBETCTBHUE C KIacH(pUKAIUATA
Ha nH(popMaIuITa, C KOATO pabOoTSIT.

3amura Ha codTyep U pbpMmyep

Yn. 22. (1) CyOGekThT HHCTAIMpa M MOAIbpPXKA CaMO BEPCHH Ha M3IOJ3BaHUS B CUCTEMHUTE MY
codryep u pbppMyep, KOUTO C€ MOJITBPHKAT OT TEXHUTE JOCTABYUIIM WIIA MPOU3BOJUTEIN U Ca aKTYaTHH
OT IVIeJHA TOYKA Ha CUTYPHOCTTA.

(2) AIMHHUCTPATUBHUAT OPTaH, CbOTBETHO PHKOBOAUTEIIAT Ha cyOekTa mo wi. 1, anm. 1, 1. 2 - 5,
on100psiBa coTyepa, KOUTO ce M3Moa3Ba B HHPOPMAIIMOHHNUTE U KOMYHUKAIITHOHHUTE CUCTEMH.

(3) CyOexThT momrbpika OMOIMOTEKA C JUCTPUOYTUBH Ha U3NONI3BaHUs cOPTyep U GpbpMyep C
11eJ1 HaMaJIsiBaHEe Ha BPEMETO 33 Bb3CTAHOBSIBAHE HA J]aJIeHa CUCTEMa CIIe/l CPUB.

(4) CyOexThT mpeampremMa MEepKH 3a:

1. HeoyCcCKaHe Ha MHCTAIMPAHETO U M3IOJI3BAHETO Ha Heono0peH codryep u pupmyep;

2. KOHTPOII BbPXY H3MON3BaHUs COPTyep U GbpMyep, BKIIOUUTEITHO HETOBATA aKTyaTHOCT.



(5) CyOekThT mpremMa BHTPEIIHM MPaBHa U MHCTPYKIIMHU 3a PEIVIAMCHTHUpPaHE Ha JCHCTBHSATA
1o:

1. nogabpkaHe Ha OuMOMMOTEKaTa C AUCTPUOYTHBU Ha W3MON3BaHHS codryep U (GbpMyep B
aKTyaJIHO ChCTOSTHHE;

2. yIOpaBIeHUETO HA TOCTHIIA JI0 Hesl;

3. mpocneasiBaHe 32 HOBOOTKPUTH YSI3BUMOCTH B CUTYPHOCTTA Ha M3IOJ3BAHUS B CUCTEMUTE MY
codryep u GpppMyep U 3a TEXHU aKTyanu3aluu (HOBH BEPCHH, BIJICUTH U MAYOBE), KOUTO OTCTPAHSIBAT
TE€3M YSI3BUMOCTH, WJIM MEPKH 3a CMEKYaBaHETO WM, MyOJUKYyBaHH OT TMPOU3BOIUTEINTE WU
JOCTaBYUIINTE;

4. npupoOuBaHe M TMpOBEpKa Ha TMPOU3XOJa M MLEJNOCTTa Ha aKTyalu3alusTa Mpeau
MHCTAJIMPAHETO U;

5. ImpujIaraHeTo Ha aKTyallM3alluuTe U IpernopbyaHUTe MEPKH, KOUTO TPsiOBa Ja ce U3BbPIIBAT
CchOOpa3Ho pasnopendute Ha wi. 11.

(6) CyOekThT rapanTHpa, e yCTpOicTBaTa U CHCTEMHUTE ca KOHDUTYPHPAHHU B ChOTBETCTBHUE C
MPETMOPHKUTE 32 CUTYPHOCT HAa CHOTBETHUS UM JIOCTABYMK WU TPOM3BOIUTEIN, KAaTO CE MPUIOKAT U
M3UCKBAaHUTA Ha MpUiIokeHue Ne 4,

(7) CybexrnbT cbxpansiBa Off-line kormue ot akryanmHute KOH(pUrypanuoHHu (aiiioBe W/win
ONHMCaHHE Ha HACTPOUKHTE, KaTo JOCTBIBT JI0 TSIX TpsAOBa Aa € KoHTpoiupaH. Komusara TpsOBa ga ce
MIPOBEPSIBAT PETYISPHO OTHOCHO Ka4€CTBO U TOJHOCT.

(8) CyOekThT perysisipHO MpaBU MPOBEPKa HA KOHPHUTYPAITUOHHUTE (paliIoBe U HACTPOHKUTE HA
CUCTEMH U yCTPOMCTBA 32 HEPETJIAMEHTUPAHU U3MEHEHUSI.

3ammuTa ot 3J10BpeaeH codpTyep

Yn. 23. (1) Cy6ekTbT npusiara B MHGOPMAIMOHHATA U KOMYHUKAI[HOHHATA CH HH(pacTpyKTypa
MOJIXOJSAIIM MEPKH 3a 3allMTa OT NPOHMKBAHE M MEPKU 3a OTKPUBAHE U CIPABSIHE CHC 3JIOBPEICH
codryep.

(2) MepkwuTe 3a 3ammTa OT 3JI0Bpe/ieH codTyep TpsoBa:

1. 1a ca MpUIOKEHH KbM BCHUYKH KOMIIOHCHTH Ha WH()OPMAIMOHHUTE M KOMYHHKAIIHOHHUTE
CUCTEMH, KbJIETO TOBA € Bb3MOXKHO;

2. 1a ce TMOAIbpKAT B aKTyallHO CBHCTOSHHUE, 32 J]a MMaT CIIOCOOHOCTTA Ja 3alluTaBaT OT
HOBOOTKPHTH 3aIlJIaXH.

(3) MepkuTe 3a 3ammra OT 3JI0Bpe/icH coTyep TpsAOBa Ja MO3BOJISIBAT:

1. u3BbpIIBaHE HA MBbJIHA MPOBEpPKAa 3a HAJIWYME Ha 3J70BpeleH coTyep NMOHE BEIHBXK B
CE/IMHIIATA, KBJICTO € TMPHIIIOKUMO;

2. IpoBEepKa Ha eJIEKTPOHHATA MoIa U (ailjioBe, CBaJIeHU OT MHTEPHET, KAaKTO M MPEHOCHMU
3aIyCBaIll YCTPOHUCTBA, MPeau Aa ObIaT OTBOPEHHU.

(4) CyOexkThT M3BBpIIBA PETYIAPHO OICHKA Ha €(EKTHBHOCTTA HA MEPKHUTE 3a 3alluTa OT
37MOBpeJIcH COPTyep W TpU KOHCTATUPAHH CIA0OCTH MpeArnpuemMa ACUCTBHS 3a MomoOpsBaHE Ha
3aluTara.

3amuTa Ha yed CbpPBbPH

Ui 24. (1) CyOexThT nmpeanpremMa ClIeTHUTE MEPKHU 3a 3aliuTa Ha yeO ChpBbPHUTE:

1. uwncranmupa ceprudukar Ha yed CHPBBPUTE CH, HU3JAJCH OT JOBEpeHa CHCTeMa 3a
ceprudunmpane (trusted certification authority system); ceprudukarsbT TpsiOBa:

a) Jla € U3/1aJIeH 3a ChOTBETHUS yeb callT (website) mmu rpymna caiiToBe U Jja € yHUKAJICH;

0) J1a U3M0I3Ba aITOPUTHM 3a KpuntupaHe none SHA?2;

B) JIa € aKTyalieH, KaTo CepTU(PUKATHTE C U3TEKBJ CPOK CE aHYIUPAT;

2. 3a 3alliTa Ha WMHTErpuUTeTa Ha WMHPOpManusITa, OOMEHSHA C MOTpeOUTEIUTE, yeO CalThT
(website) TpsoBa ga e gocTrieH camo o mporokon Hypertext Transfer Protocol Secure (HTTPS), karto
ce M3Mmoj3Bar caMmo Kpunrorpadcku TpaHcmopTHu mnpotokoiau TLS (Transport Layer Security) Bepcus
1.2, nepunupan B RFC 5246 na IETF (The Internet Engineering Task Force - Cneumanusupana



paboTHa rpyna 3a uaTepHeT nmkeHepuHr) npe3 2008 r., Bepcus 1.3, nedhunupan B RFC 8446 na IETF
npe3 2018 r., unu ciaeaBaiy Mo-HOBU BEPCHUU;

3. 3a KpuIITHpaHe Ha HHpOpMaIKATa, 0OMEHSIHA MKy yeO ChpBbpa U MOTPEOUTEIIUTE MY, CE
MpuiIaraT U3UCKBaHUATa Ha WiI. 16 u kato ce B3emar npeasu nyonukyBanute B RFC na IETF 3a0pann
3a M3MOJI3BAaHE HA METOM 3a mudpupane B KpunTorpadcKuTe TpaHCIIOPTHH MTPOTOKOIIH;

4. na ce npunoxu noaxozsi Web Application Firewall (WAP), koiito HabmonaBa u Gpuarpupa
TpaduKa OT U KbM CHOTBETHOTO NPUJIOKCHHE C IeJ 3alIUTa HA yeO MPUIOKCHHITa OT KUOEepaTaku OT
tuna Cross-Site Request Forgery (CSRF), Cross-site Scripting (XSS), fileinclusion, SQL injection u
Ap-;

5. 1a He ce 1Mo3BoJIsiBa BMBKBaHE HA JJAHHU OT CTpaHa Ha MOTPEeOHUTENs,, OCBEH Ha OINPEICIICHUTE
3a TOBAa MECTa;

6. BCHMYKM BXOIHHM [JAHHHM, TOCTBIBAIIM OT KJIWEHTA, BKIIOYUTEIHO ChIABPKAHUETO,
MPEIOCTAaBEHO OT MOTpeOHTeNs W ChAbPKAHHETO Ha Opay3bpa, karo headers Ha mpempamamus u
MOTPEeOUTEIICKH areHT, TpsiOBa /1a ObJaT BAIMAUPAHU;

7. mpunokHUS copTyep 1a He TO3BOJISABA BHBEXK/IAHE HA CICIIMAIHU CUMBOJIN, 0COOCHO TaKWBa,
KOUTO ce u3non3paTr B SQL 3asBkure;

8. BcuukM JaHHW, M3MpallaHd OT KIWEHTa M TOKa3BaHU B ye0 cTpaHuia, TpsOBa ma Obaar
konupanu ¢ HTML, 3a nma ce rapanTupa, 4e ChIbP)KaHHETO C€ M300pa3sBa KaTo TekcT BMecto HTML
eneMmeHT win JavaScript;

9. 3a 3amuTa OT aTaku OT TUMNa 0TKa3 oT yciyru (DoS):

a) Ja ce HaJOXH OIPAaHWYCHHE HA 3asABKHUTE W IMO-CICIUATHO MO MAaKCHMallHA JAB/DKHHA Ha
ChIbPKAHUETO, MAKCUMAITHA IbJDKMHA Ha 3asiBKaTa U MaKCUMallHa JIbJDKHHA Ha 3asBkara 1o Url;

0) 1a ce KOHpUTYpUpaT TUIBT U pa3MepbT Ha headers, kouTo yed ChbPBLPHT IIE IPUEME;

B) Ja ce OrpaHMYarT BpeMETpacHeTO Ha Bpb3Kara (connection Timeout), Bpemero, 3a KOETO
ChpPBBPBT M34YaKBa Bcuku headers Ha 3asBkara, nmpenu Aa s MPeKbCHE, 1 MUHUMAITHUAT Opoii 0aiToBe B
CEKyH/Ia TIpY U3IpalllaHe Ha OTTOBOP Ha 3asBKa, 3a Jla C€ MUHMMHU3HpPaA Bb3aciicTBreTo u Ha Slow HTTP
aTaKwy;

10. 3a 3amura ot brute force araku na ce BbBele orpaHMYeHHE HA OPOS HEYCIEIIHN OIUTH 3a
BJIM3aHE B CHCTEMATa;

11. na He ce u3Bek/Ia CIUCHK HA yeO TUPEKTOPUNTE;

12. ouckBuTkuTe (cookies) TpsOBa ja UMar:

a) duar 3a 3ammuTa (Security flag) - To3u ¢umar uacTpyKTHpa Opay3bpa, ue "OUCKBUTKATA" MOXKE
na ObJIe TOCTHITHA caMo 4upe3 3amuTeHn SSL kaHamu;

0) ¢mar HTTP only - uacrpykrupa 6pay3spa, ye "OuckBuTKarTa" Moxe Ja ObJIe JOCTHITHA CaMO
OT ChPBBPA, @ HE OT CKPUIITOBETE, OT CTPaHA HA KIIMCHTA;

13. headers na oTroBopuTe Ha 3assBKH, KOMTO TPAOBA J1a TApAaHTHUPAT 3alllNTa KaKTO Ha KIHUCHTA,
Taka 1 Ha ye0 caiita (website), KaTo ChABPIKAT OIIUH, IOCOYEHU B MpUIIOKeHne Ne 5;

14. B maBHarta AUpEKTOpUs Ha yeO caiita (Website) ma ce cioxu (aiin robot.txt, koiro masa
yKa3aHus Ha yeO poOoruTe (00TOBE/TasIH) KOJIKO YECTO J1a OOX0XK AT caiTa, KAKTO M KOM YaCTH OT HETO
7a oOXOXKIaT W Jla WHAEKCHUPAT; ako To3u (aiijl He ChIIECTBYBa, yeO poOOTHTE OOXOXKAAT LETusl CalT -
BCAKA €HA HEroBa CTpPaHWIA, TNOACTPAaHUIA, CTAaTUs, JHHK W T.H., KOETO KpHE pHUCK 3a
KOH(UIEHITMATHOCTTA HAa MHPOPMAIIHSITA;

15. npu um3nons3BaHe Ha Cucrtema 3a ympasicHue Ha chabpkanuero (CMS) nma ce mpomenu
HAaMMEHOBAHUETO TI0 TI0/Ipa30MpaHe Ha Mankara 3a JOCTHIT 0 aIMUHUCTPATOPCKUS TTaHell.

3amuTa Ha Domain Name System (DNS)

Ui 25. CyOexThT TpsaOBa 1a mpearprueMe ClIeIHUTEe MepKH 3a 3amuTta Ha DNS:

1. mpu u3non3Bane Ha moBeye oT enuH DNS chpBbp, BCEKH OT TAX J1a € pa3MoNIoKEH B pa3inyHa
Mpexa/oIMpexa;

2. na mpunara DNSSEC (Domain Name System Security Extensions);



3. na muaummsupa DNS 3asBkute cbritacHo RFC 7816 na IETF ot 2016 1.;

4. na 3a0panu zone-transfers - 3joHaMepeHH JMia Morat Obp30 Ja ONPENeIAT BCHUYKH XOCTOBE
B ompezeneHa 30Ha upe3 Tpanchepu Ha DNS 308U, na chOupar uapoOpManms 3a JoMelHa, 1a u30upar
IIEJIN 32 aTaKy, J1a OTKPUBAT HeW3Moy3BaHu |P anpecu u 1a 3a00MKansaT MpEXKOBHsI KOHTPOJI HA JOCTBIIA,
3a 1a Kpajaat uHpopMaIms;

5. B KOHUTYparMoHHUs (AT 12 CIIOXKU:

a) dmarc (Domain-based Message Authentication, Reporting and Conformance) 3amuc;

0) SPF (Sender Policy Framework) 3amnmuc.

du3uyecKa CUTYPHOCT

Y. 26. (1) CybGekThT ocurypsiBa (pu3nuecka 3amura Ha WHOOPMAIMOHHUTE CH aKTHBH 4Ype3
MpUjiaraHe Ha aJCKBaTHH M TPOMOPIIMOHAHU MEPKH CpeIly 3aljlaXd OT HEOTOpU3HpaH (HU3MUECKU
JOCTBIT 10 TsAX. MepkuTe TpsiOBa Ja rapaHTHpaT HATMYHOCTTA, MHTETPUTETA M KOH(PHICHIIMATHOCTTA Ha
WH(OPMAITMOHHUTE aKTUBH.

(2) CybekTbT ocurypsiBa 3amMra Ha HH(OOPMAIMOHHUTE CH aKTUBH OT TOXKap, HABOJHCHHE,
XUMHUYECKa U (hu3ruecKa MpoMsiHa Ha Bb3yXa Ype3 MOIXO/SAIIN MEPKU B ChOTBETCTBUE C HOPMATUBHUTE
aKTOBE.

(3) 3a na rapanTupa eukKacHOCTTA HA NPUIOKEHUTE MEepKH 110 ajl. 1 u 2, CyOeKThT U3BBPIIIBA
MOAXOAAIO0 HAOIIOJICHUE BBPXY THX.

3amuTa Ha HHAYCTPHAIHU CHCTEMH 32 KOHTPOJI

Un. 27. B ciaywait ye CyOexkThT H3MOI3Ba HMHIYCTPUAIHH CHCTEMH 3a KOHTPOJI, OT
(YHKIIMOHUPAHETO U CUTYPHOCTTA HA KOUTO 3aBUCAT CHIECTBEHUTE YCIYTH, KOUTO MPEAOCTaBs, TOU €
3aJbJDKCH Jla TIPWIOKHU TOAXOMSANIM MEPKH 3a TSAXHATa 3allliTa B ChOTBETCTBHE C M3WCKBAaHUATA Ha
Hapeadara, ako ca MPUI0KHMH.

Haouronenue

Y. 28. (1) CyOekrbT M3MONI3BAa CHUCTEMA/CHCTEMHU 3a aBTOMATHUYHO OTKPHBAHE HAa CHOUTHS,
KOWUTO MOTAT Jia MOBJIMSAT Ha MPEKOBaTa M MH(POPMAIIMOHHATA CUTYPHOCT Ha BYKHUTE 32 JICHHOCTTA MY
CUCTeMH, 4Ype3 aHaiu3 Ha WH(POPMAIMOHHU TOTOLHM, MPOTOKONH W (QailioBe, MpEeMUHABAIIN TIpPe3
KITIOUOBH YCTPOMCTBA, MO3UIIMOHUPAHM TaKa, 4e Jia MOTaT Jia aHaJIM3HpaT BCHYKU MOTOIH, OOMEHSHU
MEX/Ty COOCTBEHUTE MM MH(DOPMAIIMOHHHA Y KOMyHUKAIIMOHHU CUCTEMH, KaKTO ¥ ¢ HH()OPMAIMOHHUTE U
KOMYHUKAITMOHHUTE CUCTEMH Ha TPETH CTPAHH.

(2) CybOekrbT oOpraHum3upa 4pe3 BBTPCUIHM TMpaBWia W/WIM HHCTPYKIUHU JCHCTBUATA 32
HaOJIFO/IEHNE W PEaKIUs Ha CUTHAJIUTE OT Ta3W/TE3W CHCTEMa/CUCTEMU.

Cucremun 3anucu (logs)

Ui 29. 1o otHomeHue Ha cucteMHuUTE 3anmucu CyOeKThT rapaHTHpa, Ye:

1. B chpBBPH 32 MPUIIOKEHUS, KOUTO MOAIBPKAT KPUTUYHU ACHHOCTH, CbPBBPU OT CHCTEMHATa
UHPPACTPYKTYpa, CHPBBPU OT MpexoBaTa WHPPACTPYKTYpa, OXPAHUTEITHH CHOPHKEHHS, CTAHIIMU 32
WHXCHEPUHT U TMONIPHKKA HA WHAYCTPHAIHU CHUCTEMH, MPEXKOBO OOOpyABaHE M paOOTHH MecTa Ha
aJIMUHUCTPATOPU C€ PETHCTPHUpAT aBTOMATHYHO BCHYKU CHOWUTHS, KOUTO Ca CBBP3aHH HA-MaJlKO C
aBTCHTHUKAIMS HAa TOTpeOuTenwuTe, ympaBleHHEe Ha NpoduInTe, MpaBara Ha JOCTHI, MPOMECHHU B
MpaBUJjIaTa 3a CHTYPHOCT M (DyHKIIMOHHPaHe Ha HH()OPMAIIMOHHUTE M KOMYHUKAITUOHHUTE CUCTEMHU;

2. B 3alMCHUTE 32 BCSKO OT TE€3U CHOUTHS € OTOENS3aHO acCTPOHOMHYECKOTO BpeMe, KOraro €
HACTBIIMIO CHOUTHETO;

3. BCHYKM KOMIIOHEHTH Ha CHCTEMHTE TOMIbPKaT €IUHHO BpPEME B CHOTBETCTBUE C
W3WCKBaHUITA Ha!

a) craagaptu BJIC 1SO 8601-1 "Jlara u Bpeme. [Ipencrapsaus 3a oOMeH Ha nHpOpmanus. Yact
1: OcnoBnau mpaBuia" u BJIC 1SO 8601-2 "Jlara u Bpeme. [IpencraBsuus 3a oOMeH Ha WHMOpPMAITHS.
Yacr 2: Pasmmpenus'"; BpeMeTO 3a HACTHIIBAHETO HA CHOUTHUS C MPABHO WM TEXHUYECKO 3HAUYCHHUE CE
OTYHTA C TOYHOCT JIO0 TOJWMHA, JaTa, 9ac, MAUHYTa M CEKyH/a, a MPH TEXHOJIOTMYHA HEOOXOIMMOCT Ce
JIOITyCKa ¥ OTYUTAHE JI0 MIJIUCEKYH/Ia;



0) 3a CHUHXpPOHM3AIMS HA YACOBHHIIUTE HAa KOMIIOHEHTH Ha WHQOPMAIMOHHUTE U
KOMYHHKAIlHOHHUTE CHCTEMH TpsibBa ga ce wm3monsBa mporokoa NTP V4 (Network Time Protocol,
Bepcuss 4.0 m cnensamm), ocHoBan Ha RFC 5905 ma IETF or 2010 r., xaro ce ocurypssa
XpOHOMETpHYHa aerepMmuHaius ¢ BpemeBara ckama na UTC (Coordinated Universal Time), wim
aHAJIOTHYEH;

4. nocthIbT 10 HHPOpMaIHATa 1o aji. 1 € OrpaHuveH camo JO0 JIMIA, UMAIIU 3abDKESHHS 3a
HaOMoIeHueTo 1o cmuchia Ha wi. 30, 3a paspeniaBaHeTO Ha HWHIUIACHTH C MpPEXKOoBara H
WHPOPMAIMOHHATa CUTYPHOCT, 3a pa3KpHUBAHETO W PA3CIEABAHETO HA TEXKU NPECTHIUICHUS U
npecthivicHus 1o wi. 319a - 319¢ or HakazaTenHus KoJeKC B ChOTBETCTBHE ¢ Wi. 14, ain. 4, T. 2 1 4.
15, an. 3, 1. 3 or 3aKkoHa 3a KHOEPCUTYPHOCT; MOCTHIBT 0 Ta3u MH(popmarus TpsOBa ga € caMo 3a
YEeTCHE;

5. uadopmanmsTa mmo aji. 1 ce apxuBHpa U ce ChbXpaHsBa 3a MEePHOJ HE MMO-MaJTbK OT JBAHAJICCET
Mecella MpH cra3BaHe Ha U3MCKBaHMATA HA 4. 32;

6. Cy0OekThT TpsiOBa J1a € B ChCTOSIHUE J1a M3BBPIIIBA KOpenamnus Ha nHpopManusaTa 1mo ai. 1 ot
pa3IMYHUATE WM3TOYHUIM U Ja TPaBAT aHAIU3, 32 J1a OTKPHUIT CHOUTHS, KOUTO 3acsraT MpeKoBara U
WH(POPMAaIMOHHATA CUTYPHOCT.

YupagpiieHHe HA HHIIUAEHTH ¢ MPeKoBaTa M HHGOPMAIMOHHATA CUTYPHOCT

Yn. 30. (1) BbB BhTpelHKTE MpaBuia MO CMUCHIA Ha wi. 5, an. 1, T. 6 ce permameHTHpaT
BCUYKH JICHHOCTH Tpu 00paboTKaTa Ha CUTHATN M PEaKIUs IPU WHITUACHTH.

(2) BerpenmnuTe npaBuia no aji. 1 cbabpxkar:

1. pema 3a momaBaHe HAa CUTHAIM 3a HACTHIWIM WM TMOTCHIIMATHU CHOUTHS, OKa3BaIlu
HETaTHBHO BIIUSTHHUE BbPXY MPEKOBaTa U MH(POPMAIOHHATA CUTYPHOCT;

2. uadopMarus 3a JIMIaTa, OTTOBOPHU 32 PErUCThPa Ha UHITUICHTHUTE;

3. pema 3a peructpupaHe Ha CHTHaJla, [pOBEpKaTa Ha HeroBaTa JOCTOBEPHOCT,
KJIACU(UITUPAHETO MY, IPUOPUTUIUPAHETO MY U MOCIIEABAIIOTO YBEAOMSIBAHE 32 TOBA HA MOIATES,;

4. pena 3a yBeoMsiBaHe 3a MHIMIEHTA ((DYHKIIMOHATHA U iepapXuyHa ecKajaims);

5. pena 3a mogaBaHe Ha WHGOpPMAITUS 3a HAYMHA 32 pa3pellaBaHe Ha MHIIUJICHTA;

6. pena 3a NPUKITIOUYBAaHE HA MHIIUJICHTA;

7. mporeca 3a chOUpaHe, ChXpaHSBAaHE W IpElaBaHe Ha JIOKA3aTEJICTBA, KOTaT0 MHIUIACHTHT
nperoiara U3BbPIIBAHETO HA MPOIECYATHN JIEHCTBUS CPEILy JIMIE WIM OPraHMU3allvsl, BKIIOUUTEITHO
HEOOXOIMMHUTE 32 TOBA 3aIHCH;

8. mpaBara Ha JJOCTBII IO PETUCTHPA HA HHITUICHTHTE.

(3) CybOexThT pa3paboTBa, IpOBEPsiBa U MOAIbPIKA B aKTYaTHO ChCTOSHHUE IJIAHOBE 3a CIIPaBAHE
C MHIIUACHTUTE, KOUTO OMXa MMl Hali-CEPUO3HO BH3/IEHCTBHE BHPXY MpEXOBaTa U HH(pOpMaIlMOHHATA
curypHoct. [ImanoBete chabpkaT HHGOpPMAIIHS 3!

1. OTTOBOpHHMKA 3a OpTaHU3AIMITA IPU HACTHIIBAHE HA WHITHJICHT;

2. pena 3a uHopmMupane;

3. MEepKHUTE, KOUTO CIIEeJBA J]a C€ MPEANPUEMAaT U OTTOBOPHOTO 32 TOBA JIHIIC;

4. pena 3a KOHCYJITHPAHE;

5. pena 3a ciiefieHe Ha TapaMEeTPUTE 110 BpeMe Ha MHIIUICHTA;

6. TUIETO, KOETO Ie ChOMpa U ChXpaHsIBa HeoOXoauMaTa HH(OPMAIIHS, | JIp.

(4) CybekThT pa3paboTBa CTpaTerus 3a KOMyHHKAIUs, KOSITO OMpEaess pelia 3a CIoAC/IIHE Ha
uH(pOpMaIUATa 32 WHIUACHTA ChC CITY)KUTEIH, MapTHBOPH, JOCTABYUIIM, KIUCHTH, MEIUH, TbPKABHU
OpTraHH.

YBegoMsiBaHe 32 HHIMIEHTH

Yn. 31. (1) [pu uHOMIACHT ¢ MpekoBaTta ¥ HHGOPMAIMOHHATA CHUTYPHOCT CITYKHUTEIAT WIH
aJIMHHHUCTPATUBHOTO 3BEHO, OTTOBAPSIIO 32 MPEKOBaTa U HHPOPMAIIMOHHATA CUTYPHOCT 10 CMHCHIIA Ha
. 3, al. 2, yBeJIOMsIBaT ChOTBETHHUSI CEKTOPEH CKHIT 3a pearupaHe MpH MHIUICHTH C KOMITIOThpHATa
CUTYpHOCT 32 HMHLUACHTUTE B CpPOKOBeTe, MocoueHH B wi. 21, am. 4 u S u wi. 22 or 3akoHa 3a



KHOEPCUTYPHOCT.

(2) 3a yBegomsBanero mo an. 1 u mo wi. 17, an. 7 or 3akoHa 3a KHOSPCUTYPHOCT CE€ M3IOJI3Ba
dopmara, mocodyeHa B npuiokeHue No 7.

(3) Ilpu usmbiHsABaHEe HAa HM3MCKBaHeTO Ha wi. 17, an. 8 or 3akoHa 3a KHOEPCHUTYpHOCT
CEKTOPHUTE €KUM 3a pearupaHe MpH WHIUACHTH C KOMIIOThPHATa CUTYPHOCT HM3Mpamiar oboomeHara
CTaTUCTHYECKa WH(POPMAIUS 32 MHIUACHTH KbM HAIIMOHAIHUS €KUM 332 pearupaHe Mpu WHIUIACHTH C
KOMITIOThPHATA CUTYPHOCT, KaTo M3MOJI3BaT Jopmara, mocoueHa B mpuiioxkeHue Ne 8.

(4) B cayuait ue napopMarmsTa Mo aj. 2 ¥ 3 ce M3IMpailia o eJeKTPOHHA IIoIIIa, TS TPsAOBa 1a €
MOAXOAAIIO 3alIUTEHa OT HEOTOPU3UPAH JIOCTHII U Ja € Kilacu(uIpana chIyiacHo 4. 6, aj. 7.

Paznea I11.
YceTolunBOCT

PezepBupane u apxuBupaHe Ha HH(poOpPMALIHS

Yn. 32. (1) BerpemnuTe npaBuia/MHCTPYKIUMHU 110 CMECHIA Ha 4. 5, an. 1, T. 6 ce pa3paborBar
B CHOTBETCTBHE C IEJIUTE U CTPATETUUYECKUTE HACOKH, OIpE/eJeHH B MOJUTHKATa 3a MpPEXoBa M
MHGOPMALMOHHA CUTYPHOCT OTHOCHO 3allldTa Ha HMHTErpuUTeTa Ha HHQpOpMauusATa B Claydaid Ha
MHIUJICHT, 3acsralll HeilHaTa JOCTBhITHOCT.

(2) BbrpeniauTe npaBuiia/MHCTPYKIHH 110 ajl. 1 perriaMeHTHpaT MPOIeCUTE, CBbP3aHUTE C TIX
NEMHOCTH U OTTOBOPHOCTHTE 10 Pe3epBHUpPaHE U apXUBUPaHE HA HHPOpMAIHS, KaTO B ChBbPKAHUETO UM
C€ BKJIFOYBA HAM-MAaJKO:

1. undopmanusara (6a3u naHHU, KOHPUTyparoHHH (aloBe, UMHUIDKH HA CUCTEMHU W Jp.),
KOSITO IIIE CE€ pe3epBUpa U/WIH apXUBUPa;

2. TEXHOJIOTHATA, KOATO 1€ Ce U3MO0JI3Ba 32 apXUBHUPAHE U PE3EPBUPAHE;

3. TUITBT HA pe3epBUpaHe (YaCTUYHO, ITBIIHO U JIp.);

4. meproAbT Ha U3BbPIIBAHE HA APXUBUPAHETO U PE3EPBUPAHETO;

5. OpoAT Ha KOUSATA, KOUTO 1€ CE MPAaBsIT;

6. BpeMeTo 3a ChXpaHsABaHE Ha BCSKO KOIME CHINIACHO M3MCKBAHMSATA HA HOPMATHBHUTE aKTOBE
M OLICHKaTa Ha PHUCKa;

7. MSICTOTO Ha ChXpaHsIBaHE HA BCAKO KOITHUE;

8. HAYMHBT Ha 3aIUTa OT HEPABOMEPEH AOCTHII ((PU3UUECKa U JIOTHIECKA);

9. cilyyauTte Ha U3MOI3BaHE;

10. nu1eTo, KOETOo aBa pa3pelleHUe 3a U3I0I3BAHETO.

(3) Beruky M3MCKBaHUS 1O ajl. 2 €€ ONMPEICIAT OT COOCTBEHHMKAa Ha WH(DOpPMAIMATa WM C
HETOBOTO 0JJ00peHue U TpsAOBa Aa ObaaT chboOpa3eHH C BPEMETO, 32 KOETO TS TpsOBa Ja ce Bb3CTaHOBH,
3a J1a ce rapaHTupa He0OX0IMMOTO HUBO Ha HAJIMYHOCT Ha yciyrara.

(4) Tlpu pesepBuUpaHETO W/WIM apXUBHPAHETO HA WHQOpMANUATa CE Cla3BaT CICTHHUTE
W3HUCKBaHUS:

1. 1a ce mpaBAT peryasApHU KOMUs chOOPa3HO pHCKa OT 3aryba Ha WHpOpMAaLUs U TWHAMHKATA
Ha U3MEHEHHUETO 11,

2. xorusATa Ha UH(GOpPMAILKs J1a ca €TUKETHPAHH TI0 HAuYWH, YKa3Balll €JHO3HAYHO ITOHE KaKBa €
nH(popMaIuITa, 32 KOsl CCTeMa, KakbB METOJ] € U3IOJI3BaH 3a Ch3/1aBaHE Ha KOMHUETO, J1aTa U 4yac;

3. KomusTa Ha YyBCTBUTEIHA MH(MOpMAIUs Ja ca B KPUNTHUPAH BHUJl WIH TOHE 3al[UTCHH C
naposna;

4. xonmsATa Ha WHQPOpPMANMATA Ja CE CHhXPAHSIBAT HA OTJCIIHA MAIIMHA U MO BB3MOXHOCT B
JpyTa 3aluTeHa MpPexa;

5. eHO OT KomuWsATa HAa KPUTHYHA 3a JeiHocTTa MHpopmaius ce cbxpanssa Off-line u no
BB3MOXKHOCT B JIpyra Ccrpaja Wid Ha OTAaJI€ueHO MSICTO;

6. 1a ce MpaBU peryispHa MpoBepKa Ha TOJHOCTTAa Ha PE3CPBHUTE KOIUS, AU T€ U3IMBIHIBAT



[[EJINTE, 32 KOUTO Ca Ch3aJICHHU, M MIOCTUTA JIH C€ HEOOXOUMOTO BpEeME 3a Bh3CTAHOBSIBAHE.

Pe3epBupaHe Ha KOMIIOHEHTH HA HHPpaACTPYKTypara

Un. 33. CyOexThT mpeanmpueMa TMOAXOASIIA W B CHOTBETCTBHE C PHUCKOBETE MEPKH 3a
rapaHTUpaHe Ha HUBOTO Ha YCIYTUTE U JEHHOCTUTE, KOUTO ca B 00XBaTa Ha Hapendara, KaTo:

1. pe3epBHUpaHe HA CUCTEMU;

2. pe3epBUpaHE HA YCTPOICTBA;

3. baylaHCHpaHe Ha HATOBaPBAHETO HA KPUTHUYHHU YCTPOMCTBA WIIH CUCTEMU;

4. pezepBUpaHE Ha IICHTPOBE 32 JAHHU.

IInaHoBe 32 HENMPEKBCBAEMOCT

Yn. 34. (1) CybekTbT pa3paboTBa IUTAHOBE 3a JCHCTBUA B Clydail Ha aBapuH, IPUPOIHU
OenCTBUST WIM JAPYyTd HENPEABUACHH OOCTOATEICTBA, KOWTO OWXa MNPUYUHUIN TPEKHCBAHE Ha
MpeoCTaBsHATa OT HEro yciayra B CbOTBETCTBUE C M3UCKBaHUATA HA WiL. 5, an. 1, T. 6.

(2) [Inanosete no an. 1 cbabpxKaT:

1. obcrogTencTBara, 3a KOUTO CE OTHACHT;

2. mparoBeTe, MPU KOUTO Ce 3aCHCTBAT;

3. IM1IeTO, KOETO J1aBa pa3pelleHue 3a 3a1eiCTBAaHETO UM,

4. pena 3a Bb3CTAHOBSIBAaHE HA YCIYTUTE U IEHHOCTHUTE JIO0 OTPEACIICHO HUBO.

(3) INnanogete mo ai. 1:

1. ce mpourpaBar nepUOAUIHO, HO HE TIO-PSIKO OT BEAHBXK B TOJUHATA, C IIEJ Ja CE MPOBEPHU
TSAXHATa aKTyaJTHOCT U Jla c€ TPEHHUpaT JIuIara, KOUTO UMaT OTTOBOPHOCTH 3a U3MTbIHEHUETO UM,

2. ce oJTbPKAT B aKTYaJTHO ChCTOSHIE,

3. ca IOCTBHIIHM CaMo 3a JIMIIATa, KOUTO UMAT OTTOBOPHOCTH 32 TSIXHOTO H3IbJIHEHUE;

4. ce CbXpaHsSBAT Hal-MaJIKO Ha JBE MECTa, €IHO OT KOMTO € W3BBH Crpajara, B KOSTO Ce
HaMUPAT CUCTEMHTE, 32 KOUTO CE€ OTHACHT.

I'naBa Tpera.
KOHTPOJI

Onutn

Y. 35. (1) KoHTponsT 3a cria3BaHe Ha M3MCKBAHUATA HA TJIaBa BTOPA U MPHETHTE CTAHAAPTH CE
OCBIIIECTBSBA YPE3:

1. BpTpemHn onuTH (OT IMbPBa CTpaHa), KOUTO ca opranu3upanu ot CyOeKTa U ce U3BbPIIBAT OT
HETOBU CITY’)KUTEJH WU OT TPeTa CTpaHa, HO OT HETOBO UME;

2. BHHIIIHU OJUTH OT BTOpa CTpaHa, KOMTO ca OPTaHW3MpaHU OT KJIMEHTH WJIHM JIOCTAaBUYMLIM Ha
Cy0exra;

3. BBHIIIHUA OJIUTH OT TPeTa CTpaHa, MPOBEXKJaHU OT HE3aBUCUMHU OpPraHU3alMU 3a OAMT, KaTo
KOHTPOJTHM OpraHM Ha W3MBIHUTENHATa BIACT WM OpraHU3allid, WUMAIld TPaBO Ja HU3BBLPIIBAT
aKpenuTalus Wik cepTudukams.

(2) Ogutute no an. 1, T. 2 u 3 ca npenopbYUTETHN MEPKHU.

(3) Omurure mo an. 1, 1. 1 ce m3BbpmBaT B choTBeTCTBHE Che cTanmapt bJIC EN SO 19011
"Vka3aHus 3a U3BBPIIBAHE HA OJMT HAa CUCTEMH 3a yrpasieHue'", nuckpanusTa Ha cranaapt bJIC EN
ISO/IEC 17020 "OneHsiBaHe Ha CHOTBETCTBUETO'", KaTO CE CIIa3Ba HaM-MaJjKO CIEIHOTO:

1. omuTHTE Cce MPOBEKAAT MEPUOAUIHO, HO HE TIO-PSIIKO OT BEIHBK B TOIMHATA;

2. OIUTHUTE Ce€ MPOBEXKJAT MO JOKYMEHTHPAHU U OJ0OpPEHH MPOLEAYPH, TOAUIIHN MPOTPaMH U
TUTAHOBE, KOUTO Ca OTIOBECTEHHU Ha JIUIaTa, OTTOBAPSIIN 332 OMTUPAaHATa 00JIACT;

3. onuTUTE Ce MU3BBHPIIBAT OT JIMIIA, MPUTEKABAIIN KBaJU(UKAIUs B 00JacTTa Ha KOHTpoOJA U
UMl HEOOXOMUMUTE 3HAHUS ¥ TPOodeCHOHANIEH OMUT B 001acTTa Ha MpeXoBaTa U WH(GOPMAIMOHHATA
CUTYPHOCT;

4. omuTOPHT CHa3Ba NPUHIMIUTE 3a MOYTEHOCT, OE3MPUCTPACTHOCT, MPOQEeCHOHATUIHM,



HE3aBUCHUMOCT U KOH(UICHIINAIHOCT;

5. OIUTOPBT HE MOXKE J]a OUTHPA COOCTBEHATA CH JICHHOCT;

6. pe3ynTaTuTe OT OIUTa C€ JOKYMEHTHUPAT U 3a TAX c€ HHPOPMUPA CIYKUTENAT, OTTOBAPSII 32
oAMTUpaHaTa 00IacT;

7. TpU HECHOTBETCTBHE C W3HMCKBaHUATA MOAPOOHO c€ JIOKyMEHTHpa W3UCKBAaHETO U
KOHCTaTUPAHOTO CHCTOSIHHUE M CE TI0COYBA CPOK 32 OTCTPAHSIBAHETO MY;

8. pesyaraTute oT oguTa ca ¢ kinacudukaius TLP-AMBER.

(4) Cy6ekThT npeoCcTaBsi pe3yyiTaTUTe OT OAUTHTE HAa CHOTBETHHS HAIMOHAICH KOMIIETCHTEH
OpraH chIacHo wWi. 16, an. 5 ot 3akoHa 32 KHOEPCUTYPHOCT.

IIpoBepku

Yn. 36. (1) (M3m. - JIB, Op. 47 or 2022 r., B cwia ot 24.06.2022 r.) IIpoBepkute 3a
CHOTBETCTBUE C HW3HCKBAaHUATA HA TJIaBa BTOPA, OCHIISCTBSIBAHM OT MHHHUCTBpPA Ha EIEKTPOHHOTO
yIpaBJIeHUE ChIIACHO WiI. 12, T. 6 oT 3aKkoHa 3a KHOSPCUTYPHOCT, C& M3BBPIIBAT ChOOPA3HO CTAHJIAPT
BJC EN SO 19011 "Vka3anus 3a U3BBPIIBaHE HA OJUT HA CUCTEMH 3a yIpaBJICHHE" U U3UCKBAHUATA
Ha cranaapt BJIC EN ISO/IEC 17020 "OueHsiBaHe Ha CbOTBETCTBHETO".

(2) (U3m. - B, 6p. 47 or 2022 r., B cuna ot 24.06.2022 r.) [IpoBepKHUTE CE€ MPOBEKAAT 110
JOKYMEHTUPAHU U YTBBPICHH OT MUHUCTHPA HA CIIEKTPOHHOTO YIPABICHUE BHTPEITHH MPaBUIIa.

(3) (M3m. - IIB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) IIpoBepkuTe Ce U3BBPIIBAT 110
TOJIMIITHA TIporpama, 0JJOOpeHa OT MUHHUCThPA Ha €IEKTPOHHOTO yMpaBICHHE, KOSTO ce MyONUKyBa Ha
CTpaHHIIaTa HA MUHUCTEPCTBOTO J0 Kpasi Ha MPEIXO{HATa TOANHA.

(4) (U3m. - IIB, 6p. 47 ot 2022 r., B cuna ot 24.06.2022 r.) [IpoBepku u3BBHH 0700peHaTa
TOJIUIIIHA MIPOTpaMa ce M3BHPINBAT 110 MCKAaHE Ha MpaBOMMAIIl OpraH, KakTo W 1o 3asBka Ha CyOekra,
KaTo MOCJIEHUTE CE OCBIICCTBIBAT CaMO MPU HAJUYHME HAa CBOOOJCH pecypc Ha OMPABOMOIICHHUTE OT
MUHHCTBPA Ha €JICKTPOHHOTO yIPaBJICHUE JIHIIA.

(5) 3a Bcska mpoBepKa OIPABOMOIICHHUTE JIMIIA Ch37aBaT IUIaH, C KOWTO CE€ 3alo3HaBa
aIMUHUCTPATUBHUAT OPTaH WM ChOTBETHO pbKOBOAUTENAT Ha CyOekra mo wi. 1, an. 1, . 2 - 5 - oGekr
Ha TIPOBEpKara.

(6) Bpemeto 3a M3BBpIIBAHE Ha MPOBEpPKAaTa Ce ChINIACYBAa C aIMHHHUCTPATUBCH OpPraH WU
CHOTBETHO C phKOBOIUTENS Ha oxutupanus Cybekr mo wi. 1, am. 1, 1. 2 - 5 - o0ekT Ha mpoBepKara, He
MO-KBCHO OT CEJIEM JTHH MPEIY Hauyalo0To Ha MPOBEpKaTa.

(7) (M3m. - IB, 6p. 47 ot 2022 r., B cuia ot 24.06.2022 r.) OnpaBOMOIIIEHUTE OT MUHUCTHPA
Ha EJICKTPOHHOTO YIpaBJICHUE JIUIIA TPSIOBa Jla MPUTEk)aBaT KBaTH(UKaIUsI B 00IacTTa Ha KOHTpOJa U
7la UMaT HEOOXOIMMUTE 3HAHUS U MPO(ECHOHAICH ONUT B 00J1aCTTa Ha Mpe)KoBaTa U MHPOPMaIlMOHHATA
CUTYpHOCT.

(8) OmpaBomoriieHuTe JHIIAa CHa3BaT MPHUHIUIIATE 32 IOYTEHOCT, OE3MPHUCTPACTHOCT,
npodeCHOHATN3BM, HE3ABUCUMOCT U KOH(PUACHITHATHOCT.

(9) OmpaBoMollleHUTE JIMIla HW3TOTBAT JIOKJIAJ] C PE3ylTaTHTE OT IMpPOBEpKara B CPOK HE
Mo-KbCHO OT 10 JHU ciieq mpUKITIOYBaHETO Ha TTpoBepkara. JJokmaast ce knacudunupa ¢ TLP-AMBER.

(10) (M3m. - B, 0Op. 47 ot 2022 1., B cuia ot 24.06.2022 r.) B noknana mo an. 9 ce mocousa u
OIIEHKaTa, IMOJydeHa B CHOTBETCTBHE C METOAMKATa 3a M3BHPIIBAHE HA OIEHKA Ha MpeXoBara M
nH(GOPMAIMOHHATA CUTYPHOCT, IIPUETa OT MUHUCTHpPA HA €IIEKTPOHHOTO YIIPAaBJICHUE CHINIACHO WiI. 12,
T. 7 OT 3aKoHa 32 KHOEPCUTYPHOCT.

(11) B ciyuaii Ha KOHCTATHPaHO HECHOTBETCTBHE C M3MCKBAaHUATA B JIOKJIAJa MOAPOOHO ce
JOKYMEHTHpPa HM3UCKBAHETO W KOHCTATUPAHOTO CHCTOSHUE, CPOK 3a OTCTPAHSBAHETO My W aKo €
HE00X0IMMO, TIPETIOPHKH KaK J1a ObJIe OTCTPAHEHO.

(12) B moxmana mo an. 9 Moke 1a ObaaT BKIFOYCHH U MPEIOPHKH 3a OA00psABaHe HAa HUBOTO Ha
MpekoBaTa U HHPOPMAIIMOHHATA CUTYPHOCT.

(13) (U3m. - IB, 6p. 47 ot 2022 1., B cuia ot 24.06.2022 r.) MUHUCTHPBHT HA €IEKTPOHHOTO
yIOpaBlieHUE WIH YIIBIHOMOIICHO OT HEro JIMIle M3Mpalia JOKIaaa mo ain. 9 Ha aJIMUHUCTPATUBHUS
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Opras, ChOTBETHO Ha phkoBoauTeNs Ha CyOeKTa, KbJETO € HalpaBeHa MpoBepKara.

(14) (U3m. - B, 6p. 47 ot 2022 1., B cuia ot 24.06.2022 r.) MUHUCTHPBHT HA €IEKTPOHHOTO
YVOpaBlieHUE WIH YIBIHOMOIIEHO OT HEro JHIle IUTAaHWpa JCHCTBHS 3a TOCIEABAINl KOHTPON 3a
OTCTpaHsIBAaHE Ha KOHCTAaTHPAHUTE HECHOTBETCTBUS M HMHPOpPMUpAa 3a TAX PBHKOBOTUTENS Ha
OJUTUPAHOTO JinLie 1Mo wi. 1, am. 1.

AHKeTH

Yn. 37. (1) 3a nenure Ha wi. 16, an. 3, 1. 3 oT 3aKoHa 32 KHOCPCHUTYPHOCT HAIMOHATHHUTE
KOMIICTEHTHH OPT'aHU M3IO0JI3BaT U aHKETH.

(2) Auketure ce oTHacsT A0 0OXBaTa Ha Ta3u Hapeada, MOCoYeH B Wi 1, ai. 2.

(3) B anketute MOXKe J1a ce UCKa HHPOPMAIIU OTHOCHO BCHYKH M3MCKBAHMUS, IOCOUCHH B TJIaBa
BTOpa, OTJIEITHH pa3Zesid OT Hesl WIIM OTICITHU WICHOBE, HE3aBUCHMO B KO pa3ziedn ca.

(4) ITonpiHeHHTE aHKETH ca ¢ kinacudukamus TLP-AMBER.

I'naBa yeTBBLpTA.
PEI'’MCTBHP HA CBIIECTBEHUTE YCJIYI'U

Nnentudunupane Ha CbIIECTBEHUTE YCJIYTH M HA ONEPATOPUTE HA CHIIECTBEHHU YCJIYTH

Y. 38. (1) AIMHHUCTPATUBHUTE OPTaHH, ONPENCIICHH C pelieHHe Ha MHHHUCTEPCKUS ChBET
chracHo 4wi. 16, an. 1 ot 3akoHa 3a KHOGPCUTYPHOCT, HASHTHU(PHUIIMPAT U PETUCTPUPAT CHIICCTBEHUTE
YCIIYTH B ChOTBETHUTE CEKTOPH U MOJCEKTOPU U ONEPATOPUTE, KOUTO T MPEJOCTABSIT.

(2) 3a nenure Ha an. 1 aAMUHUCTPATUBHUTE OPTaHU MPHUJIAraT METOIUKATa, TPUETA C PCIICHHE
Ha MHUHHCTEPCKUS ChBET.

(3) AnMUHHCTpPAaTUBHHUTE OpPraHd Mo aj. 1 peryisipHO, HO HE MO-MAJKO OT BEIHBK Ha JIBE
TOJIMHU, MPABAT Mpervie]] Ha:

1. agekBaTHOCTTA Ha cieU(PUYHUTE 32 CHOTBETHUS CEKTOP KPUTCPUU U CBEHTYAIHH IMPAroBe
3a OmpeelisHe Ha ChIIECTBEHUTE YCIYTH, Ne(DMHUPAHA B METOAMKATA I10 all. 2;

2. CBHIIECTBCHHUTE YCIYT'HM B CHOTBETHUTE CEKTOPU U TOJICEKTOPH M OINEPATOPUTE, KOUTO TH
MIPEIOCTaBST.

Knacudukanus Ha nHopManusTa B perucTbpa Ha ChIlECTBEHHUTE YCJIYTH

Ui 39. Undopmarnusita, crOpana mo . 38, e ¢ knacudukamnus TLP-RED.

Momapbxka HAa HHPOPMAIMATA B PETHCTHPA HA ChIECTBEHUTE YCIYTH

Yn. 40. (1) (U3m. - IIB, 6p. 47 or 2022 r., B cuna ot 24.06.2022 r.) AIAMHUHHUCTPAaTHBHHUTE
opranu mo wi. 38, aim. 1 mpexaBar Ha MHHHCTBbpPAa Ha €JICKTPOHHOTO YIpPAaBICHHE HH(pOpMaluiTa 3a
CHILIECTBEHUTE YCIYTU B CHOTBETHUTE CEKTOPH U MOJICEKTOPU U 33 ONIEPAaTOPUTE, KOUTO TH MPEIOCTABIT,
nocoueHa B wi. 6, an. 1 or 3akoHa 3a KMOEpCHUTYPHOCT, U MHpOpPMaLuUATa, chOpaHa B pe3ynraT Ha
M3MBJIHEHHUE Ha WI. 38, aj. 2 1Mo 3alUTEHN KOMYHUKAILIMOHHN KaHAJIH.

(2) (U3m. - IIB, 6p. 36 ot 2022 1., usm. - JIB, Op. 47 ot 2022 r., B cuna ot 24.06.2022 r.)
MuUHHCTBPBT Ha TpPAHCIOPTAa U CHOOILIECHUSATA MpeAaBa IO 3AIIMTEHH KOMYHHMKAIIMOHHU KaHAJId Ha
MUHHUCTBpPa Ha EJCKTPOHHOTO yMpaBieHHEe HH(MOpMAIMATAa 3a BCUYKH HU(DPOBU YCIYTH CHINIACHO
peuuran 57 ot [Iupextuba (EC) 2016/1148 na Espomneiickus mapinament u Ha ChBera ot 6 ronmm 2016 r.
OTHOCHO MEPKHU 3a BHCOKO OOIII0 HUBO HAa CUTYPHOCT HAa MPEKUTE W MH(OOPMALMOHHHUTE CUCTEMH B
Cnro3a (OB, L 194/1 ot 19 roiu 2016 r.), pasnpeencHu Mo BUI0BE ChINIACHO MPUIOKeHHe Ne 2 KbM UJI.
4, an. 1, T. 2 kbM 3aKOHa 32 KHOEPCUTYPHOCT, U 32 JOCTABUHUIIUTE, KOUTO T TIPEIOCTABSIT.

AIMHUHHMCTPUPaHe

Un. 41. (M3m. - [IB, 6p. 47 ot 2022 r., B cuna ot 24.06.2022 r.) OnipaBOMOIIICHH OT MUHHCTHPA
Ha EJEKTPOHHOTO YTMpaBICHHE CIYKUTEIH AIMHUHHCTPUPAT PETUCTBP Ha CHIIECTBEHUTE YCIYTH U
BBBEXKIAT HHPOpPMALIHUATA, TTOTyUYeHA 1O 1. 38.

3anuTa Ha perucThpa HA ChIlECTBEHUTE YCJIYTH

Un. 42. KbM peructbpa Ha CHIISCTBEHUTE YCIYTH C€ MpUiaraT ageKBaTHUTE U MPHUIOKUMHU



MUHUMAJTHA MEPKH 32 MPEXoBa U MH(OPMAIMOHHA CUTYPHOCT, MIOCOYEHU B IIaBa BTopa, pazmen |l c
YTOYHEHUSATA, MOocoYeHu B wi. 19, u pazuen III.

YupasiieHue Ha 10CThIA 10 PETUCTHPA HA ChIIECTBEHUTE YCIYTH

Yn. 43. (1) Moctem g0 peructbpa Ha CHIICCTBEHHUTE YCIYrH HMAT YI'BJIHOMOIICHH
MPEJICTABUTENH Ha!

1. HatmoHamHusI €KUM 32 pearupaHe Mpy WHIUICHTH C KOMITIOThPHATa CUTYPHOCT IO CMHUCHJIA
Ha wi. 19, an. 1 ot 3akoHa 3a KHOEPCUTYPHOCT 3a U3IMIBJIHEHHE HA QyHKIMUTE My TIo wi. 19, an. 2, 1. 1 u
10, KaTo AOCTHITBT € A0 IsIaTa HHPOPMAITUS U JaBa IPaBO CaMo 3a YETCHE;

2. CeKTOPHHUTE EKHITM 32 pearupaHe Ha WHIUICHTH C KOMITIOThPHATA CUTYPHOCT 110 CMUCHIIA Ha
1. 18, an. 1 or 3akoHa 3a KHOEPCUTYPHOCT 3a M3MBJIHCHUE Ha (PpyHKIuUTEe My 10 wi. 18, an. 3u 7 ot
3akoHa 3a KHOEpCUTYPHOCT, KaTo AOCTBHIBT € caMO 10 MH(OpMAIMATa 32 CHOTBETHHUS CEKTOP U JaBa
MPaBO CaMo 3a YECTCHE;

3. HaumoHamHOTO €IMHHO 3BEHO 3a KOHTAKT II0 cMHCBHiIa Ha wi. 17, an. 1 or 3akonHa 3a
KHOEpPCUTYPHOCT 3a HM3MNbJIHEHHE Ha (yHkmuure My mo wi. 17, am. 2, 3, 4 u 7 or 3akoHa 3a
KHOEPCUTYPHOCT, KaTo JOCTBITBT € J0 Is1ara HHGOpMAIUs U J1aBa IPaBO caMo 33 YETCHE,

4. HalMOHAJIHWTE KOMIICTCHTHHM OpPraHM IO CcMUChiIa Ha 4wi. 16, am. 1 or 3akoHa 3a
KHOEPCUTYPHOCT 3a M3MbIHEHHE Ha GyHKIuuTe UM 1o wi. 16, an. 11 or 3akoHa 3a KUOEPCUTYPHOCT,
KaTo JIOCTBITBT € Camo JI0 HH(OpMAIHATa 32 ChOTBETHHSI CEKTOP ¥ J]aBa MPABO HA YETECHE U PEIaKTHPAHE
caMo 10 monera "JIHIe 3a KOHTAKT" ¥ "KOHTAKTHU TOYKHU'.

(2) docThibT 10 perucTbpa € MHIAMBUAYAJICH, KaTo 3a IeITa aIMUHUCTPATUBHUTE OPraHu IO
1. 38, an. 1 momaBar cnMCHK HA YIBIHOMOIICHHUTE CIY>KUTEIH, KOUTO H3IBJIHABAT (DYHKIUU B
CHOTBETHHUSI HAIIMOHAJIIEH KOMIICTCHTEH OpPraH M CEKTOPEH €KHII 3a pearupaHe IMpH HHIUACHTH C
KOMITIOThPHATA CUTYPHOCT.

(3) (U3m. - JIB, 6p. 47 ot 2022 1., B cuna ot 24.06.2022 r.) I1pu npomsiHa WiiH peKpaTsBaHe Ha
CIIy’)kKeOHUTE MPABOOTHOIICHUSI aJMHUHHUCTPATUBHHUAT OpraH mo wi. 38, an. 1 mHpopMupa MUCMEHO B
paMKHUTE Ha eIUH padOTEeH JIeH MUHUCTHPA HA €ICKTPOHHOTO YIPABICHUE WU YITBITHOMOIIEHO OT HETO
JUIIE 32 HACTBITWIMTE TPOMEHH 32 KOPUTUPAHE HA JIOCTHIIA JI0 PETHCTHPA HA CHINECTBEHUTE YCIYTH.

(4) (U3m. - 1B, 6p. 47 ot 2022 1., B cuia ot 24.06.2022 r.) JIocThII 10 perucTbpa ce JaBa e
0ZI00pEHHE OT MUHUCTBPA Ha EIIEKTPOHHOTO YIIPABICHUE WIIH YITHTHOMOIIEHO OT HETO JIUIIE.

(5) Cayxwurenute mo wi. 41, KOUTO aAMUHHCTPUPAT PETHCTHPAa HA CHIICCTBEHUTE YCIYTH,
Hal-Mallko BEIHBK B TOIMHATA MHUIIMMPAT NIPETIIS/ Ha TipaBaTa 3a JOCTHII 0 CMUCHIA Ha wi. 19, T. 4.

(6) 3a moCTBIT A0 PETHCTHPa CE U3IOI3Ba MOHE ABY(AKTOpHA aBTCHTUKAIINS.

JonbaHuTeIHN pasnopendu

§ 1. Hapenbara e croOpa3eHa che:

1. I'pynara cranaaptu BJIC (EN) ISO/IEC 2700x - MupopmamoHHu TeXHOJIOTHH - MeToau 3a
curypHocT - CHCTEMH 3a yrpaBlieHHEe HAa CHTYPHOCTTa Ha HH(POPMAIHITA.

2. Jlpyru MeXAyHapoJHH CTaHAApTH B oOnactra Ha WH(OOPMAIMOHHUTE TEXHOJOTHH U
CHUTYpHOCTTA Ha HHPOPMAIUATA, TOCOUSHH B IpuiIokeHue Ne 1.

3. IIpenopwkute Ha ['pynara 3a chTPYIHUYECTBO MO MPEKOBA M MHPOPMAIIMOHHA CUTYPHOCT
kbM EBpomnetickara komucus ot ¢eBpyapu 2018 r. OTHOCHO MEpPKHTE 3a CUTYPHOCT 3a ONepaTopuTe Ha
OCHOBHHU yCITyTH.

4. JloOpu mpakTHKH B 00JacTTa Ha MH(POPMAIMOHHUTE W KOMYHUKAIIMOHHUTE TEXHOJIOTHH,
MpernopbYaHu OT BOACIIM B 00JIaCTTa HA MpeXoBaTa U MH()OPMAIMOHHATA CUTYPHOCT OPTaHU3aIIHH.

§ 2. ITo cmMucswia Ha HapenOara:

1. DNSSEC (Domain Name System Security Extensions) e nabop ot pasmupenus kbM DNS
cUcTeMaTa, 4pe3 KOUTO ce J00aBs HAuWH 3a BepudHUIIMpaHe HAa aBTEHTUYHOCTTA Ha myOnukyBanata DNS
uHpopmanus 3a naaeH nomeitn. Upez DNSSEC ce ynocroBepsiBa uctunHoctta Ha DNS nndopmarmsra



3a J1aJieH JIOMEIH, KaTro MO TO3W HAUYWH WHAMPEKTHO CE 3allUTaBa aBTCHTUYHOCTTA Ha BCUYKH YCIIYTH OT
TO3U JIOMEIH, a ChIIO U MOTPEOUTETUTE HA TE3U YCIIYTH.

2. Dmark (Domain-based Message Authentication, Reporting and Conformance) - 3ammuc,
yKa3Balll MOJUTHKUTE 3a BaJIMIUpPAaHE, PA3NPOCTPAaHEHHE W OTYETHOCT Ha EJIEKTPOHHATa Iola B
pamkuTe Ha nomeiiHa, cbritacio RFC 7489 na IETF.

3. SPF (Sender Policy Framework) - 3ammc, ykasBair MeToma 3a yIAOCTOBEpSBAaHE Ha
eslekTpoHHa noma, ceriiacHo RFC 7208 na IETF or 2014 r. 3anuckT TpsidBa na 6b1e BbB hopmat DNS
TXT (type 16) Resource Record (RR) cerimtacao RFC 1035 na IETF.

IIpexonnu u 3akIKOYNTETHN pa3nopeadu

8 3. B cpok 4 mecelia OT BIM3aHETO B CHJIa Ha HapeadaTa cydekture mo wi. 1, aia. 1 mpuBekaar
JIEHHOCTTa CU B CHOTBETCTBHE C IJIaBa BTOPA.
§ 4. Hapenbara ce nmpueMa Ha OCHOBaHUE WiI. 3, ajl. 2 oT 3akoHa 3a KHOEPCUTYPHOCT.

ITOCTAHOBJIEHHME Ne 134 OT 20 FOHHA 2022 T'. 3A UBSMEHEHUE U J1OITbJIHEHUE HA
HOPMATHUBHU AKTOBE HA MUHUCTEPCKHUSA CBBET

(OBH. - 1B, BP. 47 OT 2022 T'., B C1JIA OT 24.06.2022T".)

8§ 2. B Hapen0ara 3a MUHHMAJIHATE M3MCKBAHHUS 33 MPEXOBAa M MH(POPMAIIMOHHA CUT'YPHOCT,
npueta ¢ [ToctanoBinenue Ne 186 na Munucrepckus cbeet ot 2019 1. (06H., /1B, 6p. 59 ot 2019 r.; u3m.
u joi., 6p. 36 ot 2022 r.), HaBcsakbae mymure "llpencenarensat Ha JIbpkaBHa areHius "EnekTpoHHO
ynpasienue", "mpeacenarens Ha JIbpkaBHa areHuus "EnekTpoHHO ymnpasienue" u "areHuusTa' ce
3aMEHAT CHOTBETHO C "MUHHUCTBPBT Ha €JIEKTPOHHOTO ympaBieHHe", "MUHHUCTBPAa Ha €JIEKTPOHHOTO
yrpabiieHue" 1 "MUHUCTEPCTBOTO" .

3aKiII0uMTeJHU pa3nopeadu
KBbM IIOCTAHOBJIEHHUE Ne 134 OT 20 FOHH 2022 I'. 3A UBMEHEHUE U JOITbJIHEHUE
HA HOPMATHUBHU AKTOBE HA MUHUCTEPCKUWS CbBET

(OBH. - 1B, BP. 47 OT 2022 T"., B CWJIA OT 24.06.2022 T".)

§ 15. IlocTaHOBIECHUETO BIIM3a B CHJIA OT JICHS Ha 0OHapoaABaHETO My B "J[bpkaBeH BeCTHHK'.
ITpunoxxenue Ne 1 kpMm wi. 2, an. 4

CIIUCBK HA CTAHJAPTHU B OBJIACTTA HA MPEXKOBATA U UTH®OPMAILIMOHHATA
CUT'YPHOCT

Cmanoapmu 3a ynpagienue Ha CUsypHOCmma Ha uHgopmayusima

BJIC EN I SO/IEC 27000 - UubopManinoHHN TEXHOIOTHH - MeToau 3a curypHoct - Cucmemu
3a ynpaenenue Ha cuzypHocmma Ha ungopmayuama - Oouy npe2neo u peuHuK

BJIC EN I SO/IEC 27001 - UubopMannoHHN TEXHOIOTHH - MeToau 3a curypHoct - Cucmemu
3a ynpaeienue Ha cuzypHocmma Ha ungopmayuama - Hzuckeanus

BJIC EN ISO/IEC 27002 - NudopMaimoHHN TEXHOIOTHH - MeTomu 3a curypHocT - Kooekc 3a
000pa npaKmuKa 3a ynpasjienue Ha CU2YyPHOCMMA HA uHpopmauusma

BJIC 1 SO/IEC 27003 - MHdopMaIlmoHHH TEXHOIOTUU - METOU 32 CUTYPHOCT - YKazanus 3a
6HeOpsABaAHEe HA CUCMEMU 3d YRPasieHUe HA CUZYPHOCIMA HA uH(opmayuama

BJIC I SO/IEC 27004 - NHbopMallMOHHH TEXHOJIOTUU - METOIU 3a CUTYPHOCT - Ynpaenenue
Ha cuzyprocmma na ungpopmayuama - Haonwoenue, usmepeane, ananus u oueHsa6ane



| SO/IEC 27009 - Information technology - Security techniques - Sector-specific application of
ISO/IEC 27001 - Requirements (MupopManmoHHU TEXHOIOTUU - TEXHUKHM 3a CHTYPHOCT -
Cneyughuuno 3a cexmopume npunazane na ISO/IEC 27001 - H3uckeanusn)

BJIC I SO/IEC 27013 - NudopMamoHHH TEXHOIOTUH - METOIH 3a CUTYPHOCT - YKazanus 3a
cvemecmno eneopsaeane na ISO/IEC 27001 u ISO/IEC 20000-1

| SO/IEC 27014 - Information technology - Security techniques - Governance of information
security (MadopMalimoHHU TEXHOJIOTUU - METoau 3a CUTYpHOCT - Ynpaenenue na cuzyprocmma na
ungopmayuama)

ISO/IEC 27017 - Information technology - Security techniques - Code of practice for
information security controls based on ISO/IEC 27002 for cloud services (MudopmarmoHHN
TEXHOJIOTMH - MeToau 3a curypHocT - Kodekc 3a 000pa npakmuka 3a KOHMPOI HA CUZYPHOCHIMA HA
ungpopmayuama 3a oonaunu ycayzu, oazupan na ISO/IEC 27002)

ISO/IEC 29146 - Information technology - Security techniques - A framework for access
management (MudopmanronHu TexHonorun - MeToaw 3a CUTYpHOCT - Pamka 3a ynpaenenue na
oocmwvna)

BAC ISO/IEC 27018 - NHpopMallmOHHU TEXHOJOTHH - MeToau 3a CUTYpHOCT - Kodekc 3a
000pa npaxmuka 3a 3awuma hna auunu Jannu (personally identifiable information PII) ¢
o0wecmeenu oonauu, oeiicmeauiu Kamo aomunucmpamopu na PI1

Cmanoapmu 3a ynpagneHnue Ha pucka

BJC ISO/IEC 27005 - MHbopManioHHN TEXHOJIOTUY - MeToiu 3a CUTYPHOCT - Ynpaeenue
Ha pUCKa 3a cCuZypHocmma Ha uHgopmayuama

BAC ISO 31000 - YipaBinenue Ha pucka - Yxkazanus

BJC EN 31010 - YpaBnenue Ha pucka - Memoou 3a ouensgane Ha pucka

ETSI TS 102 165-1 - CYBER; Methods and protocols; Part 1: Method and pro forma for
Threat, Vulnerability, Risk Analysis (TVRA) (KUBEP; Memoou u npomokonu; Yact 1. Meroauka u
npodecuonanna Gopma Ha 3aruiaxa, ya3BUMOCT, aHanu3 Ha prucka (Threat, Vulnerability, Risk Analysis
(TVRA)

Cmanoapmu 3a uoenmuguxayus u a6meHmuKayus

| SO/IEC 11770-1 - Information technology - Security techniques - Key management - Part 1:
Framework (MubopmaiimoHHH TEXHOJIOTUU - METOAM 3a CUTYPHOCT - Ynpaeienue na Kiiouoseme -
Yacr 1: Pamxka)

ISO/IEC 11770-2 - Security techniques - Key management - Part 2: Mechanisms using
symmetric techniques (MudopmanuonHu TeXHOJIOTMU - MeTomu 3a CUTYpHOCT - Ympaeéienue na
Karouoeeme - Yact 2: MexaHU3MH, U3MOI3BAIINA CUMETPUYHU TEXHUKH)

| SO/IEC 11770-3 - Information technology - Security techniques - Key management - Part 3:
Mechanisms using asymmetric techniques (MudopMannoHHl TEXHOIOTHH - MeTOAM 3a CHT'YPHOCT -
Ynpaenenue na knwuoseme - Yact 3: Cnopazymenue 3a Hesugumu Diffie-Hellman kitouose)

| SO/IEC 11770-4 - Information technology - Security techniques - Key management - Part 4:
Mechanisms based on weak secrets (MudopmanvoHHM TEXHOIOTHH - MeETOaM 3a CHUTYPHOCT -
Ynpasnenue na knouoseme - Yact 4: Mexanusmu, OCHOBaHU Ha c1aOu TaiiHN)

| SO/IEC 11770-5 - Information technology - Security techniques - Key management - Part 5:
Group key management (MudopMannoHHN TEXHOJIOTMH - METOIW 3a CHTYPHOCT - Ympasienue Ha
Karouoeeme - Yact 5: YipaBieHue Ha TPYTIOBU KIIIOUOBE)

| SO/IEC 11770-6 - Information technology - Security techniques - Key management - Part 6:
Key derivation (MubopMaIiMoHHN TEXHOIOTHH - METOIH 3a CUTYPHOCT - Ynpae/ienue Ha Kirovoeeme -
YacT 6: [lepuBaliys Ha KIIFOUOBE)

| SO/IEC 20889 - Privacy enhancing data de-identification terminology and classification
of techniques (TexHonoruu 3a 3amMTa HAa JWYHUTE AAHHH OT Je-WIACHTH(UKAIMS, TEPMUHOJIOTHS U



KJIacU(UKAIMS HA TEXHUKUTE)

| SO/IEC 24760-1 - Information technology - Security techniques - A framework for identity
management - Part 1. Terminology and concepts (MudpopMannoHHH TEXHOJIOTHH - Meroau 3a
CUTYPHOCT - Pamka 3a ynpaenenue na uoenmuunocmma - Yact 1: TepMUHOIOTHS ¥ IOHATHS)

| SO/IEC 24760-2 - Information technology - Security techniques - A framework for identity
management - Part 2: Reference architecture and requirements (MudopMarMoHHN TEXHOJIOTHU -
Metonu 3a curypHocT - Pamka 3a ynpaenenue na udoenmuunocmma - Yact 2. Ilpenopwpunrenna
aApXUTEKTypa U U3UCKBAHU)

| SO/IEC 24760-3 - Information technology - Security techniques - A framework for identity
management - Part 3: Practice (MudopMannoHHN TEXHOJIOTHU - MeToau 3a CUTypHOCT - Pamka 3a
ynpaenenue na udenmuunocmma - Yact 3: [Ipunarasne)

ISO/IEC 29115 - Information technology - Security techniques - Entity authentication
assurance framework (MupopmanmoHHU TEXHONOTMKM - MeToaM 3a CHUTYPHOCT - Pamka 3a
2apanmupane Ha AGMeHMUYHOCMMma Ha cyoexkmu)

ISO/IEC 29151 - Information technology - Security techniques - Code of practice for
personally identifiable information protection (MudopManuonHu TexHONIOTUH - TeXHHKH 3a
CUTYPHOCT - Kodekc na npakmuKu 3a 3auwguma Ha TuYHama ungopmayus)

|SO/IEC 29191 - Information technology - Security techniques - Requirements for partially
anonymous, partially unlinkable authentication (MudopmanroHHu TeXHOIOrHH - TEXHUKHU 32 3aIuTa -
H3uckeanus 3a wacmuuHo AHOHUMHO YOOCMOGEPABAHE, YACMUYHA NCEEOOMUHUIAYUA)

| SO/IEC 18370-1 - Information technology - Security techniques - Blind digital signatures -
Part 1. Genera (MubopmaiimoHHN TEXHOIOTHH - MeTonu 3a curypHoCT - Heeudumu uugpposu noonucu
- Yacr 1: OOmIm monoxxeHus)

I SO/IEC 18370-2 - Information technology - Security techniques - Blind digital signatures -
Part 2: Discrete logarithm based mechanisms (MuadopmanimoHHu TeXHOIOTHH - MeToH 3a CUTYPHOCT -
Heeuoumu yugpposu noonucu - Yact 2: Mexanusmu, 6a3upaHu Ha JUCKPETHU JIOTAPUTMH )

ISO/IEC 20008-1 - Information technology - Security techniques - Anonymous digital
signatures - Part 1. General (MubopMaIiMoHHH TEXHOJIOTMH - METOAM 3a CUTYPHOCT - AHOHUMHU
yughposu noonucu - Yact 1: O01u noa0KEHUS)

ISO/IEC 20008-2 - Information technology - Security techniques - Anonymous digital
signatures - Part 2: Mechanisms using a group public key (Mudopmanronau Texuoaoruu — MeTtoau 3a
CUTYPHOCT - AHOHUMHU yugposu noonucu - Yact 2. MexaHu3Mu ¢ U3NOI3BAHE Ha TPYIIOB MyOIMYeH
KJTFOY )

ISO/IEC 20009-1 - Information technology - Security techniques - Anonymous entity
authentication - Part 1. Generad (MupopMalMOHHH TEXHOJIOTHH - MeETOmU 3a CHUTYPHOCT -
Hoenmuguxayua na anonumnu ooexmu - Yact 1: O0mm moaoxxeHus)

ISO/IEC 20009-2 - Information technology - Security techniques - Anonymous entity
authentication - Part 2: Mechanisms based on signatures using a group public key (Mudopmarmonau
TEXHOJIOTHH - MeTou 3a CUTYPHOCT - Hoenmugpuxayus na anonumnu ovexmu - Yact 2. Mexanusmu,
OCHOBaHH Ha MOJIMKUCH C U3MOJI3BaHEe Ha IPYNOB IMyOIHMUEH KITHOU)

ISO/IEC 20009-4 - Information technology - Security techniques - Anonymous entity
authentication - Part 4: Mechanisms based on weak secrets (Mudopmanunonsu TexHomoruu - Meroau 3a
curypHoct - Hoenmugpuxayus na anonumuu odoexkmu - Yact 4. MexaHu3mu, OCHOBaHM Ha ciabu
TaHM)

Cmanoapmu 3a Kpunmupate

| SO/IEC 18033-1 - Information technology - Security techniques - Encryption algorithms -
Part 1: General (MubopmaliMoHHA TEXHOJIOTHH - METOIN 32 CUTYPHOCT - Aizopummu 3a Kpunmupane
- Yact 1: OOy mosoxeHus )



ISO/IEC 18033-2 - Information technology - Security techniques - Encryption algorithms
-Part 2: Asymmetric ciphers (MadopmaiimonHa TeXHOIOTHS - METOU 3a CUTYPHOCT - Ajzopummu 3a
Kpunmupane - Yact 2: Acumerpuynu mmdpu)

| SO/IEC 18033-4 - Information technology - Security techniques - Encryption algorithms -
Part 3: Block ciphers (Madopmanmonsu texHomoruu - Metoau 3a CHTYPHOCT - Anzopummu 3a
kpunmupane - Yact 3: bnokoBu mudpn)

| SO/IEC 18033-4 - Information technology - Security techniques - Encryption algorithms -
Part 4. Stream ciphers (MudopmMannoHHr TEXHOMOTHH - METOAM 3a CHTYPHOCT - Anzopummu 3a
kpunmupane - Yact 4: [lorounu mudpn)

| SO/IEC 18033-5 - Information technology - Security techniques - Encryption algorithms -
Part 5: Identity-based ciphers (Mudopmaiimonan texHonoruu - MeToau 3a CUTYPHOCT - Anzopummu 3a
kpunmupane - Yact 5: llludpu, 6a3upann Ha UICHTUIHOCT)

Cmanoapmu 3a ooumu

ISO/IEC 27006 - Information technology - Security techniques - Requirements for bodies
providing audit and certification of information security management systems (Mudopmanmonan
TexHojmorun - Metoau 3a curypHocT - HM3uckeamus 3a opzanume, u3evLPUIGAU O0UM U
cepmuguKkayua Ha cucmemu 3a ynpasjieHue Ha CUZYPHOCImMa Ha ulpopmayuama)

| SO/IEC 27007 - Information technology - Security techniques - Guidelines for information
security management systems auditing (MudopMalimoHHH TEXHOJIOTHMH - METOAM 3a CUTYPHOCT -
Ykazanus 3a 00um na cucmemu 3a ynpaenenue na cucypHocmma Ha uHgopmayuama - JONbIHCHNUE
KbM HAaCOKHUTE, ChAbpKaIly ce B cranaapt ISO 19011)

BJIC EN ISO 19011 - Yka3zanus 3a uzévpuiéane Ha 00um Ha CUCEMU 34 ynpasieHue

BJIC EN I1SO/IEC 17020 - OueHsiBaHEe Ha CHOTBETCTBHETO - M3ucKeanus 3a 0eiitnocmma Ha
PA3IuYHU 6UO06€E OP2AHU, U3ELPULEAUU KOHMPOTl

Cmanoapmu 3a oyenka Ha cucypHocmma

| SO/IEC 15408-1 - Information technology - Security techniques - Evaluation criteria for IT
security - Part 1: Introduction and general model (MudopmaimoHHu TexHOIOTHH - MeTtoau 3a
curypHoct - Kpumepuu 3a ouenxa na HT cuzypnocmma - Yact 1: Boenenue u 00111 Mmojen)

| SO/IEC 15408-2 - Information technology - Security techniques - Evaluation criteria for IT
security - Part 2: Security functional components (MudpopmanimoHHu TexXHOJNIOTUU - MeTtonu 3a
curypHocT - Kpumepuu 3a oyenka na HT cuzypnocmma - Yact 2. OyHKIMOHAIHN KOMIIOHEHTH 3a
CUTYPHOCT)

| SO/IEC 15408-3 - Information technology - Security techniques - Evaluation criteria for IT
security - Part 3: Security assurance components (MudopmannoHHu TexHojgoruu - MeTomu 3a
curypHoct - Kpumepuu 3a ouenxa na HT cuzypnocmma - Yact 3. KomnoHneHTH 3a ocurypsiBaHe Ha
CUTYPHOCT)

| SO/IEC 18045 - Information technology - Security techniques - Methodology for IT security
evaluation (MadopmMannoHHN TEXHOIOTHH - METOIH 32 CUTYPHOCT - Memoodonozus 3a oyenka na HT
cuzyprocmma)

ISO/IEC TS 19608 - Guidance for developing security and privacy functional requirements
based on ISO/IEC 15408 (Vkazanus 3a paspabomeane na )yHKUUOHAIHU UUCKBAHUSA 34 CUZYPHOCH
u nenpukocnogenocm, ochosanu na ISO/IEC 1540)

I SO/IEC TR 20004:2015 - Information technology - Security techniques - Refining software
vulnerability analysis under ISO/IEC 15408 and ISO/IEC 18045 (MudopManmoHHU TEXHOJIOTHH -
Metonu 3a CUTYpHOCT - Ycbvpuiencmeane HA GHANU3A HA COmyepHume yA36UMOCMU 6
cvomeemcmeue ¢ ISO/IEC 15408 u ISO/IEC 18045)

ISO/IEC 29134 - Information technology - Security techniques - Guidelines for privacy



impact assessment (MuabopManmoHHE TEXHOJIOTHH - MeTO 3a CUTYPHOCT - YKazauus 3a ouenka Ha
6b30€UCMEUeno 6bpPXy HENPUKOCHOBCHOCHIMA HA TUYHUME OAHHU)

ISO/IEC 29190 - Information technology - Security techniques - Privacy capability
assessment model (MadopmanmoHHu TeXHOIOTUU - MeToau 3a CUTypHOCT - Moden 3a ouenka Ha
CROCOOHOCIMMA 34 3aUUMA HA TUYHUME OAHHU)

Cmanoapmu 3a cucypnocm, koumo ca 6 eman Ha paspabomsaune npes 2019 2.

|SO/IEC CD 20009-3 - Information techno-logy - Security techniques - Anonymous entity
authentication - Part 3: Mechanisms based on blind signatures concepts (MupopManoHHN TEXHOIOTUH
- Metonu 3a curypHocT - Hoenmugpuxkayusn na anonumuu obekmu - Yact 3. MexaHu3mMu, OCHOBaHU
Ha KOHUEMIUH 32 CKPUTH MOJIHICH)

ISO/IEC 27551 - Information technology - Security techniques - Requirements for
attribute-based unlinkable entity authentication (MubopManmoHHU TEXHOJOTHMH - TEXHHKH 3a
CUTYPHOCT - H3ucKeanus 3a y0ocmoeepsasane Ha cyOeKmu Ha 6azama Ha HECEbP38AULU ampuoymu)

| SO/IEC PDTR 27550 - Information techno- logy - Security techniques - Privacy engineering
(MuadopMaIiMOHHU TEXHOIOTUH - TEXHUKU 32 CUTYPHOCT - MHJIcenepunz na Juunu Oannu)

| SO/IEC DI S 27552 - Security techniques - Extension to ISO/IEC 27001 and ISO/IEC 27002
for privacy information management - Requirements and guidelines (Metomu 3a CHUTypHOCT -
Pazwmupsneane na ISO/IEC 27001 u ISO/IEC 27002 3a ynpasnenue na auunama ungpopmauyusn -
W3uck- BaHUS U HACOKH)

| SO/IEC 27030 - Information technology - Security techniques - Guidelines for security and
privacy in Internet of Things (10T) (MuapopMaimoHHN TEXHOIOTHH - METOIH 3a CUTYPHOCT - YKa3aHnus
3a cucypHocm u HenpuKocHogenocm Ha auynume oannu ¢ Hnmepnem na newyama (loT)

ISO/IEC 29184 - Information technology - Online privacy notices and consent
(Muadopmanmonnyn TexHONIOTHH - Cho0uenus u cviacue 3a H0GepuUmenHoCcm 6 UHmepHent)

3abenesxcka. Homepara Ha cTaHOapTUTE Ca YHUKAITHU M €IHO3HAYHO CBBP3aHU C TEXHUTE
nMena. [Ipeq HoMepa Ha cTaHgapra ce W3MMCBAT a0peBUATYpUTE HA OpraHU3AIMUTE, KOUTO ca TO
onoOpunu. Crnen HOMEpa Ha CTaHJapTa ce U3IMUCBA FOAMHATA, B KOATO To € mpueT. OOII0TO H3MHUCBaHEe
e ot Buaa | SO/IEC 27001:2013 unu BJIC ISO/IEC 27001:2018, xato B ciy4asi cTaBa BbIIPOC 3a CAWH U
ChIIl CTAaHAAPT.

CranmapTute ce Mperiexaar OT ChOTBETHUTE OpTraHM3alldd W NpU HEOOXOIUMOCT Ce
aKTyaJTu3upar Ha BCEKH IEeT FOAMHHU, KaTO HOBaTa BEPCHsI OTMEHS JEHCTBUETO Ha MpeaulIHara. 3a Ja ce
MMOCTUTHE OTHOCUTETHA YCTOMYMBOCT Ha Ta3u Hapeada U HE3aBUCUMOCT OT IMKBJIA 3a MpepasriekKaaHe
Ha CTaHJIapTUTe, B HapeabdaTa He ce MOCOYBAT FOIMHUTE Ha U3/IaBaHE Ha CTaHJApTHUTE.

[Tpunoxxenue Ne 2 kbM wit. 6, an. 1 u 7

KIIACUOUKALIUN HA THOOPMALIUATA

C nen ;a ce rapaHTHpa A0CTaThuHA, a/IcKBaTHA U MPOMNOPIMOHATIHA Ha 3allJIlaXUTe 3alluTa Ha
nH(popMaIuATa, ce MPaBU MPELEHKa Ha BaXHOCTTA U UYBCTBUTEIHOCTTA M, KAKTO U HA HOPMaTUBHUTE
M3HUCKBaHUS KbM Hesl. B3 0CHOBa Ha Tasu mpelieHka HHPOpMAIHATa ce pa3zelis B HAKOJIKO KaTerOpHH.
Korato e mpunoxxumo, Tazu KiacHU(pHUKAIUs ce MpeHacs U BbPXY BCHUUKH PECYpPCH, KOMTO y4acTBaT B
Ch3llaBaHEeTO, 00PabOTBAHETO, CHXPAHABAHETO, IPEHACSHETO, PA3NPOCTPAHEHUETO U YHUIIIOKABAHETO HA
nH(boOpMaIUATa, U KbM TSAX C€ MpHUIaraT NOAXOISIIN MEPKH 3a 3alluTa, ChOTBETCTBALIN HA 3allJIaXUTE.



1. TLP (traffic light protocol) - usnon3sa ce npu o6MeH Ha nHGopManus

[TLP-RED] - Camo 3a onpenejieHH MOJIy4aTeau: B
KOHTEKCTa Ha eJlHa cpellla HarnpuMep uHpopmarusara
ce orpaHHuaBa 10 IPUCHCTBAIIUTE Ha cpelara. B
HIOBEYETO CJIydyau Ta3u HH(pOpMaLus ce IpeaaBa

YCTHO WJIX JIUYHO.

[TLP-AMBER] - OrpannyeHno pasnpocTpaHeHue:
MOJTyH4aTeNIsAT MOXe Jia CIIoZeNIst Ta3u uHdopMarus ¢
JIpyTH XOpa OT OPTaHU3AIMATa, HO CaMO aKo €
cra3eH MPUHIUIBT "HEOOXOMUMOCT Jia ce 3Hae".
Yecra nmpakTHKa € H3TOYHUKBT Ha HH(GOPMALIKATA J1a
YTOYHH BEHAra CJe]] MApPKUPOBKATa Ha KOTO MOXKE
Jla ce crojaess nHpOpMaNUATa WK Ja TPESIBUIN
OTPaHUYCHUS HA TOBA CIIOACIITHE. AKO TOTYYaTeIIsAT
Ha HHOOPMAIHATA MCKA Ja 5 pa3lIpOCTPaHsIBa,
3aIBJDKATEITHO TPSIOBa J1a ce KOHCYIITHPA C
M3TOYHHKA.

[TLP-GREEN] - Illupoka o01HOCT:
nH(OPMAIIHATA B Ta3U KaTETOPHUS MOXKe J1a ObIe
pasnpocTpaHsABaHa IIHPOKO B pAMKHTE Ha JajcHa
o0mHOCT. BBIIpekn ToBa HH(pOpMAIUATa HE MOXKE 1a
OBe MyOMMKyBaHA FITH IIOCTBAHA B HHTEPHET, KAKTO
1 M3HACSHA M3BbH OOIIHOCTTA.

[TLP-WHITE] - Heorpannueno: npeaMer Ha
CTaHapTHHUTE IPaBUIIa 32 ABTOPCKO MPaBO; Ta3u

nH(popMaLUs MOXKeE J1a ce pa3poCTpaHsBa

CBO0OOTHO, 0€3 OTpaHUYCHUS.

2. IlpenopbuurenHa kiaacupukamusa Ha UHHPOpPMAIMATA W H3NCKBAHHS KbM
HHPOPMALMOHHUTE M KOMYHHKAIIMOHHMTE CHCTEMH 32 OCUTypsiBaHe Ha [JOCTbI [0
uHpopManusATa:

2.1. "Huso 0" o0OxBama oTkpuTa u o0II0A0CTHIIHA UH(OPMAILKs (HalpuMep MyOIuKyBaHa Ha
WHTEPHET CTPaHUIIMTE); MPEJIoiiara aHOHUMHO TI0JI3BaHe Ha MH(OpPMAIMATA W JIWIICA HAa CPEJICTBA 3a
3aIKUTa Ha KOH(pUIEeHIIMaTHOCTTa ¥; oTroBaps Ha TLP-WHITE;

2.1.1. omoBectsiBaneTo Ha HHpopManwus ¢ knacudpukanus "Huso 0" He € orpaHUYCHO;

2.1.2. n3roynunure Morar ja uinosBar kracudukamus "Huso 0", korato mH(popMarmsaTa
HOCH MHHHMMAJICH WM HUKAaKbB IMPEIBUIUM PUCK OT 3J10yNnoTpeda, B CHOTBETCTBHE C MPHIOKUMUTE
MIpaBUJIa U TIPOTICTyPH 32 MTyOIIMIHO OTIOBECTSBAHE;

21.3. mpu cna3BaHe Ha CTaHAAPTHUTE TMpaBWIa 3a aBTOPCKUM TpaBa uHGOpMAIUS C
kinacudukanus "Huso 0" Moxe n1a ce pasnpocTpaHsiBa 6€3 OrpaHUYCHUS.

2.2. "HuBo 1"

2.2.1. cnionensHeTo Ha WH(popMmanwms ¢ kinacupukanus "Huo 1" e orpanmueHo camo 10
naaeHa oonrHocT; otroBaps Ha TLP-GREEN;

2.2.2. M3TOYHUITUTE Morar aa u3nonsBaTr kinacudukanus "Huso 1", korato uHbopManusTa €
MoJie3Ha 3a WH(GOPMHUPAHOCTTA HA BCHUYKM YydYacTBAIM OPTaHWU3AIMH, KAKTO W 3a IMAapTHBOPH OT
IIMpOKaTa OOIIHOCT WU CEKTOP;

2.2.3. momyyarenure Morar aa cromensat uHpopmanus c¢ knacudukanus "Huso 1" ¢
MAapTHBOPCKH OpraHU3allid B PaMKHTE Ha CBOS CEKTOpP WM OOIIHOCT, HO HE U 4Ype3 OOILIEeCTBEHO
JNOCTBHITHU KaHANW; HHPOpPMAIUATA B Ta3U KATErOpHUs MOXE Ja C€ pasMpOCTpaHsBa IUPOKO B JajJieHA



OOIIHOCT, HO HE Y U3BHH HES;

2.2.4. IBUCKBaHUS KbM MH(OPMANUOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMMU:

2.2.4.1. OCTHIIBT A0 TOYHO OMpENEICHU OOCKTH Na ObJie pa3peliaBaH Ha TOYHO OMpEIeNICHU
TTOJI3BATEIIH,

2.2.4.2. non3Batenure Aa ce UACHTH(PUIMPAT, IPEIn Ja U3MBIHIBAT KAKBUTO U J]a ca ICHCTBUS,
KOHTPOJIUPAHH OT CHUCTeMara 3a JOCTBII; 32 YCTAHOBSBAaHE HA WICHTHYHOCTTA TPsSOBA Jla Ce M3IOJ3Ba
3alUTEH MEXaHW3bM OT THUNAa HACHTU(UKATOp/TMAposia; HAMa W3WCKBAHUS 3a JOKA3aTeJICTBO 3a
UJCHTHYHOCTTA MPH PETHCTPAITHS;

2.2.4.3. unentudunmpanara uHbopmaius TpsAOBa Aa ObJe 3alUTEeHA OT HEperiaMeHTHpaH
JOCTHIT;

2.24.4. noBepuTelHaTa M3YMCIMTEIHA CHCTeMa, T. €. (YHKIMOHAJTHOCTTa  Ha
nH(pOpPMAITMOHHATA CHCTEMA, KOSITO YIIPABIIsABA JOCThIIA JI0 PeCypCcUTe, TPsiOBa J1a MOIbpKa 00JIacT 3a
COOCTBEHOTO W3IMBJIHEHUE, 3AIMTCHAa OT BBHHIIHH BB3JECHCTBUS U OT OMHTHU Ja CE€ CIEOU XoJa Ha
paborara;

2.2.4.5. undopMalmoHHaTa cuUcTeMa TpsOBa Ja pas3mojiara ¢ TEXHHMYECKH W/WIW MPOrpaMHU
CpeICTBa, TIO3BOJISABAIM IEPUOAMYHO Ja C€ TpOBEpsiBa KOPEKTHOCTTA HAa KOMITOHCHTHTE Ha
JIOBEpUTEITHATA U3UYUCITUTEIIHA CHCTEMA;

2.2.4.6. 3alIUTHUTE MEXaHW3MH TPSAOBa Ja ca NMPEMUHAIM TECT, KOWTO 1a IMOTBBPAU, Ue
HEOTOPU3HpAH TMONI3BaTe] HsAMA OUYeBHIHA BB3MOXKHOCT Ja TOIYy4YHd JOCTHI JO JOBEpUTEIIHATA
M3YUCIIATETHA CHCTEMA.

2.3. "Hugo 2"

2.3.1. pasnpoctpanenueTo Ha uHpopManms ¢ knacupukanus "Huso 2" e paspemeHo camo B
paMKUTE Ha OpraHu3aldUTe Ha YYaCTHHUIMTE, oOpadOTBallld, CBHXPAaHSABAIIM WX OOMCHSIIN
uHpopmanusaTa; orroBaps Ha TLP-AMBER c nonbiHuTEeIHO yTOYHEHKE 32 OTpaHHUUYEHHE Ha IOCTHIIA;

2.3.2. M3TOYHHUIIMTE MOrar Ja u3noinBar kracudukamus "Hupo 2", koratro mHpopMarmsaTa
M3HCKBA 3allNTa, 3a Aa 0b/e epeKTHBHO OOMEHEHa, U HOCH PUCK 32 HEMPUKOCHOBEHOCTTAa Ha JIMYHUS
KUBOT, PEITyTAIMSTA WU ONIEPAIIMNATE, AKO CE CITO/IEIS N3BhH ChOTBETHUTE OPTaHHU3AIIHH;

2.3.3. momy4arenuTe Morar aa crnoaenat uadopmanus ¢ knacudukanus "HuBo 2" ¢ uineHOBe
Ha cOOCTBEHATA CH OPTaHM3AIMS U ¢ TIOTPEOUTENH WIIH KIUCHTH, KOUTO TPsOBA J1a ca 3allo3HATH C Hef,
3a Ja Ce 3alUTAT WM Ja NPEIOTBPATAT MONBJIHHTEIHU IIETH; HM3TOYHHUIIUTE WMaT MPAaBOTO Ja
OTIPENICTIAT NOMBIHUTEIIHY TUTAHUPAHH TPAHULIN Ha CIIOICIITHETO, KOUTO TPsiOBa Jla ce CIia3Bar;

2.3.4. u3UCKBaHUS KbM HH()OPMALMOHHUTE U KOMYHHKALIMOHHUTE CUCTEMH - B JOI'BIHEHUE
KbM M3MCKBAHUITA KbM MPEAUITHOTO HUBO:

2.3.4.1. karo MEeXaHWU3bM 3a IIPOBEpPKA HAa MJICHTHYHOCTTA Ja C€ W3IOJ3Ba yIOCTOBEPEHHE 3a
EJICKTPOHEH MOJIUC, HE3aBUCHMO Jalld € M3aJCHO 32 BBTPEIIHOBEAOMCTBEHH HYKIU B paMKHUTE Ha
BBTpEIIHA HHPPACTPYKTypa Ha IMyOJWYHUS KIIOY, WJIM € HW3IaJeHO OT BBHIICH JOCTaBUYMK Ha
YIOCTOBEPHUTEITHU YCIYTH;

2.3.4.2. mpu u3IaBaHEe HAa YJAOCTOBEPEHHUETO W3ABAIIUAT OPTaH TMPOBEPsBAa ChHINCCTBEHUTE
JAaHHH 32 TUYHOCTTA Ha MoJI3Baress, 0e3 a € He0OXOIUMO TUYHOTO MY MIPUCHCTBUE;

2.3.4.3. noBepuTeTHATa W3YMCIHWTEIIHA CHCTeMa TpsOBa Ja OCHTYpH peanu3aius Ha
MPUHYIUTEIHO YIIPABIEHUE HA TOCTHIIA JO BCUIKU OOCKTH;

2.3.4.4. nosepuTeNHATa M3YMUCIUTEIHA CHCTeMa TpsOBa Ja OCUTYPH B3aWMHAa H30Jallds Ha
MIPOLIECUTE Upe3 pa3zeiissHe Ha a[peCHUTE UM MIPOCTPAHCTBA.

2.4. "Huso 3"

2.4.1. nadopmanus ¢ knacudukanys ""Hupo 3" He e 32 onoBecTsIBaHEe W Pa3POCTPAHEHUETO 1
€ OrpaHWYEHO CaMO J0 Y4YaCTHUIIUTE, 00paOOTBaIlM, ChbXpaHSABAIIA WM OOMEHSIIN WHOOPMAIUAITA;
orroBaps Ha TLP-RED;

2.4.2. M3TOYHUIIUTE MOTaT Ja u3noji3par kiacudukamus "Huso 3", koraro nHpopmaiusara He
MOXke 1a Obae epeKkTHBHO OOMEHsSHa ¢ JAPYTH CTpaHW W OM MOIJIa Ja JOBeae J0 BB3JACHCTBUS BHPXY



HEMPUKOCHOBEHOCTTA HAa JIMYHUS JKUBOT, PEIyTallMsATa WM ONEpAIlMUTE HA JaJIeHa CTpaHa, ako C Hes
ObJ1e 3710ynoTpeOeHO;

2.4.3. mony4arenuTe He MOrar Aa crofensT uHpopmaius, mapkupana ¢ "Huso 3", ¢ xosTo 1
Jla € CTpaHa U3BbH KOHKPETHHsI 0OMEH, 00paboTKa WM ChbXpaHEHHE;, JOCTHIBT 10 MH(OpMaLUATA C
kinacudukanus "Huo 3" € orpaHudYeH camo 10 JIMIATa, y4acTBaIlM B oOpaboTKara M; B IOBEYETO
ciydan napopmanus ¢ knacudukamnys "Huso 3" TpsOBa na ce npegasa JINYHO;

2.4.4. vzuckBanus kbM KT cuctemute - B 1oMbJIHEHNE KbM M3UCKBAHUATA KbM MPETUIIHOTO
HUBO:

2.4.4.1. xkaro MEXaHHU3bM 3a HICHTU(UKAIIMSA Ja CE€ M3MOJ3Ba €IUHCTBEHO YIOCTOBEpPEHHUE 3a
YHUBEpPCAJICH SJICKTPOHEH IMOJIITHUC;

2.4.4.2. npu U3JaBaHe HA YIOCTOBEPEHHUETO J1a € TapaHTHpaHa (hu3udeckara MICHTUYHOCT Ha
JUIETO;

2.4.4.3. noBepuTeIHATA U3YUCIUTEIIHA CHCTEMa TPsIOBa J1a ObJIe C MIPOBEPEHA YCTOMYMBOCT KbM
OIUTH 32 POHUKBAHE;

2.4.4.4. xoMyHUKalMsTa MEXKIy TIOTPEOUTENSI M CHUCTEMAaTa Jia C€ OCBHIIECTBABA 110 KPUIITUPAHU
KaHaJIM, U3MoJ3BaIy mpoTokon Transport Layer Security (TLS) mone 1.2, kato MHHAMAJIHATA TBJIKHHA
Ha KpUIITUPAIIKs K04 TpsiOBa Ja € oHe 256 6uTa;

2.4.4.5. noBepuTenHATa U3YUCIIUTEIHA CUCTEMA J1a UMa MEXaHHU3bM 33 PETUCTPAIHs HA OIUTH
3a HapyllaBaHe MMOJIMTUKATa 33 CUTYPHOCT.

ITpunoxxenue Ne 3 kbM wit. 7, an. 3

AHAJIN3 U OLHEHKA HA PUCKA 3A CUT'YPHOCTTA HA UTHOOPMALIMOHHUTE U
KOMYHUKAIIMOHHUTE CUCTEMU

I. BbBEJAEHUE

VYopaBneHHETO Ha PUCKA 32 CHUTYPHOCTTa Ha HWH(GOPMAIMOHHUTE M KOMYHUKAIIMOHHHTE
CHCTEMHU € YacT OT MOJIMTUKATa 3a YIIPABICHHETO Ha MPEKOBaTa M HH(POPMAIIMOHHATA CUTYPHOCT.

[To cBosiTa CHIIHOCT YNPABICHUETO HA PHCKAa MPEACTaBIsIBA CHBKYHMHOCT OT IPOLIECH 3a
WACHTUQUIMPAHE Ha TMOTCHIMAIHUTE 3alllaXd KbM HOCHTEIWTE Ha WHQPOpPMAlUs W aKTUBUTE,
ydacTBallM B MPEIOCTABSIHETO HA €IIEKTPOHHM YCIYTH, aHAJIU3 M OIICHKA Ha PUCKOBETE, MOPOACHU OT
TE3H 3aIUIaxH.

I1. ONPEJAEJEHUSA

KonduaenuuaaHoct - cBONCTBO Ha MH(OpMaLUATa a HE € NMPEJOCTaBeHa WM pa3sKpUTa Ha
Heotopusupanu nuna (1. 2.12 ISO/IEC 27000).

HHTerpuTeT - Ka4eCTBO HA MHPOpPMAIIHSITA 32 TOYHOCT U IBJIHOTA (T. 2.40 ISO/TEC 27000).

HaauuHocT Ha uH(OpPMAIKA - KAYECTBO Aa ObJe TOCTHIIHA U U3MOI3BacMa PU IOUCKBAHE OT
otopusupano juue (1. 2.9 ISO/IEC 27000).

II1. OEJA

1. Iles Ha mpoueca 3a ynpapJjieHHE HA PUCKA

Jla MUHHMH3HpAT 3aryOuTe OT MOTEHIIMAIHH HEXKEIaHW CHOWTHS, HACTBIIWIA B PE3yITaT OT
peanM3upaHe Ha 3alUIaXd KbM CUTYPHOCTTA HA MPEKUTE U MHPOPMAIMOHHUTE CUCTEMH, KOUTO Omxa
3acerHany KOH(UICHIMATHOCTTA, HHTETPUTETa M JOCTBIIHOCTTa Ha HWH(MOpManusATa, Ch3IaBaHa,
o0paboTBaHa, mpeJaBaHa 1 YHUIIOKaBaHA Ype3 TAX.

2. Ilen HA MeTOAMKATA 32 AHAJIM3 M OLIEHKA HA PUCKA

Metonukara uma 3a men jAa Aaae ol MOAXod MpH aHaiu3a M OICHKara Ha pHUCKa 3a
CUTYpHOCTTa Ha HMH()OPMAIIMOHHUTE M KOMYHUKAIIMOHHHTE CHCTEMH, TPEIOCTABSIHU OT Pa3IMIHHUTE
aJIMAUHHUCTpAIMK, C IIeJI MOJydYyaBaHE Ha CHU3MEPUMH, OTHOCHUTEITHO OOCKTUBHU M TMOBTApAIIU CE



pe3yiaTaru 4pes:

2.1. periaMeHTUpaHe Ha ACHHOCTUTE U TAXHATA MOCIEAOBATEIIHOCT MPU aHAJIM3a U OLIEHKaTa Ha
pHCKa 32 eJIEKTPOHHUTE YCIYTH;

2.2. onipeiesisiHe Ha KPUTEPUUTE;

2.3. onpeensiHe Ha IPUOPUTETUTE HA PUCKA.

INPEINIOPBYUTEJIHA METOAUKA

I. ETAIIN HA AHAJIN3 U OHEHKA HA PUCKA

AHanmu3bT U OLIEHKaTa Ha PHUCKA ca YacT OT Mpolieca 3a yIpaBICHHETO My U c€ 000CHOBaBaT Ha
MO03HaBaHE Ha BCUYKU KOMIIOHEHTH, UMAIlld OTHOILIEHUE KbM IIeJIUTE.

3a menuTe Ha YNPaBICHUETO HA CUTYPHOCTTAa HA MPEXKUTE M WHOOPMAIMOHHHUTE CUCTEMH
TpsiOBa:

a) Ja ce MO3HaBaT BCHUYKKM OOEKTH U CyOeKTH, KOWUTO YYacTBaT MPSKO WM KOCBEHO B
JEHHOCTHUTE, TIOMAIallyd B 00XBaTa Ha Ta3W Hapenda (MHPOPMAlMOHHU U KOMYHUKAIIMOHHU CHCTEMH C
Opuiexkamus UM xapayep, codTyep H  JOKyMEHTalWs, MNOJAbPKAIIUTE THU  CUCTEMHU
(emexkTpo3axpaHBallly, KJIMMAaTU3UPAIIN U JIp.), ONEPAaTUBHU MPOLECH/ICHHOCTH, CIY>KUTENN U BbHIIHU
OpraHM3aIlN), HAPUIAHH 32 KPATKOCT "HHPOPMAIIMOHHY aKTHBH'";

0) ma ce uaeHTU(DHUIMPAT W aHATU3UPAT BCUYKU TOTCHIIMATHH HEXKEJIAHW CBOUTHS C TiX,
HApHYaHU 33 KPAaTKOCT "3ariaxu’’, KOUTo Ouxa AOBENH A0 3aryba Ha KOHPUACHIIUATHOCT, UHTETPUTET U
JNOCTBITHOCT Ha €JIEKTPOHHUTE YCIYTU W/WIH UH(OpMaLusATa B TSIX;

B) Jla ce OIICHH BEPOSTHOCTTA OT HACTHIIBAHE HAa Te3U CHOUTHS, KaTO C€ B3eMar MPEABHU]
cnabocture (ySI3BUMOCTH) Ha MHPOPMAITMOHHUTE aKTUBH M MEPKHUTE, KOUTO ca MPEANPUETH 3a CIIPaBsSHE
C THX;

I) Ja ce OICHU BB3JIEHCTBHETO (3arybm Ha pecypcu (BpeMme, Xopa M IMapu), HEcla3BaHE Ha
HOPMATHBHH U PETYIATOPHU M3UCKBAHUS, HAKbPHSIBAHE HA UMUK, HEU3ITBIHCHUE HA CTPATETHUECKH U
ONEpaTUBHU LEIM U JAp.) OT EBEHTYyaJlHO HACTbIIBAHE HA TE3W HEKEIaHH CBHOUTHUS BBIPEKU
MPEPUETUTE MEPKH,

1) 1a ce OLIEHU PUCKBT 332 CUTYPHOCTTA;

€) Ja ce HabenekaT MepKH 32 CMEKYaBaHe Ha PHUCKOBETE C BUCOK MMPUOPHUTET.

[Ipy ananu3 u OLEHKAa HAa pHUCKa C€ M3MO0J3Ba PErHCThpP HA PHUCKOBETE (PUCK-PETUCTHP).
[TpumepeH perucTbp Ha PUCKOBETE € IaJCH B Kpasi Ha TOBA MPIIIOKEHHE.

1. Unentuduuupane Ha MHGOPMANUOHHUTE AKTUBH

B puck-peructbpa ce HaHAcAT BCHYKM MH()OPMALMOHHM AKTHBH, WMAIM OTHOIICHHE KbM
oOxBara Ha Ta3u Hapeada:

a) UH(HOPMALIMOHHH CUCTEMU;

0) xaplyepHH YCTPOMUCTBA, C KOUTO Ca peaJu3nupanu HH(HOPMAITMOHHUTE CHCTEMHU;

B) copTyepu, C KOUTO ca peaau3upaHu HHHOPMAIMOHHUTE CUCTEMH;

r) 0a3u TaHHM, BKJIFOUUTEITHO JIMYHU JaHHU 10 cMuchiia Ha GDPR;

1) 3aIKCHU 33 ChOUTHATA (JIOTOBE, KYpHAIH) HA HHPOPMAIIMOHHUTE CUCTEMU;

€) TOKyMeHTalus Ha HHPOPMAITMOHHUTE CUCTEMH (EKCIUIOATAallMOHHA U TIOTPEOUTEIICKA);

) KOMYHUKAIlMOHHH CUCTEMU;

3) XapAyepHU yCTPOMCTBA, C KOUTO Ca peaiu3UpaHu KOMYHUKAIIMOHHUTE CUCTEMU;

1) GbpMyepbT HA TE3U YCTPOICTBA;

K) coTyepu Ha KOMYHUKAITMOHHUTE CHCTEMH;

J1) 3aMKCH 33 CHOUTHATA (JIOTOBE, KypHAJIH);

M) JOKYMEHTAIHs (EKCIUIOAaTallMOHHA U TIOTPEOUTENICKA);

H) MOAIBPIKAIIA CUCTEMH (EJIEKTPO3aXpaHBAIH, KIMMATHIHN );



0) CUCTEMH 32 KOHTPOJI Ha (PU3UUYECKHSI JOCTHII U HA OKOJTHATA CPela;

1) MPOLECH/ICHHOCTH, CBBP3aHU C YIPABICHUETO, EKCIUIOATallMATa U MOAJPBKKaTa Ha
MH(GOPMAITMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMU;

P) IOKYMEHTaIus Ha T€3H MPOLIECH U JCHHOCTH;

C) CIY’KUTEJU, UMAIllh OTTOBOPHOCTH KbM YIPABIECHUETO, EKCILTOATAIUATa U MOAIPbKKaTa Ha
MH(GOPMAITMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMU;

T) BBHIIHM OPraHU3allM{, HUMAlld OTHOIICHHE KbM YMPABICHUETO, EKCIUIOATalUATa W
NOJAPHKKATa HA HHPOPMAIIMOHHUTE U KOMYHUKAITUOHHUTE CUCTEMH;

y) pyro.

2. UnenTudunupaHe Ha 3anjaxure

3a BcekH OT MH(POPMAIIMOHHUTE aKTUBU B PUCK-PETUCTHPA CE€ HAHACST 3aIUIaXUTe/HEKETAHUTE
cbOUTHS, KOUTO OMXa JOBENHU JI0 HapyllaBaHe Ha KOH(PUACHIHUATHOCTTA, HHTETPUTETA U JOCTHITHOCTTA
Ha UH(pOpMALUATA.

TpsbBa na ce pasmiegar BCUYKM TMOTEHIMANHU 3alljlaXd, MPOU3TUYAIlM BBTPE WM H3BBH
aMUHUCTpAIUATA, HACTHIIWINA CIyYalHO WJIM MpEAHaAMEPEeHO, KaTo Ce MMa MpeABHUJ YSI3BUMOCTTAa Ha
nH(GOPMAIIMOHHHUS aKTUB KbM CHOTBETHATA 3arljiaxa.

[IpuMepHu 3ar1axu ca MOCOYEHH B Kpasi Ha TOBA MPUIIOKEHUE.

B puck-peructbpa 3a Bcsika 3ariaxa ce BIUCBA KAKBU MEPKH ca MPEANPUETH CpelLy Hesl.

3. OneHka Ha Bb3/1€liCTBHETO

B puck-peructbpa 3a BCsKa 3amiiaxa ce BIMCBA OLIEHKATa 32 HEMHOTO BB3ACHCTBHE - LICTHUTE
(MaTrepualiHu U HEMATEpUAJIHU), KOUTO JIaJICeHa 3ariaxa MoXe Ja MPUYUHHU, aKo CE peaanu3upa.

3a olLleHKa Ha Bb3/ICHCTBUETO Ce M3MO0J3Ba MeTCTeNneHHa ckana ot 1 10 5, karo npu 1 merure ca
HE3HAYUTEIIHU, a IIPU 5 Ca HaW-TOJIEMH.

4. OneHka Ha BePOSITHOCTTA

Ompenenss ce BEpOATHOCTTA 3a BB3HUKBAHE Ha JaJieHA 3alJjiaxa, Karo C€ B3eMaT Ipe/BH]
npennpuerure Beye Mepku. Koikoro moBeue ca mpeanpHeTUTe 3alllUTHU MEPKH, TOJIKOBA MO-HUCKA €
BEpPOSITHOCTTA OT Bb3HUKBaHE Ha 3aruiaxara. [Ipu olieHKa Ha BEpOATHOCTTA CE€ B3eMaT MPEIBU/L CICAHUTE
bakropu:

a) 3a peaju3upaHe Ha NMPETHAMEPCHHU 3alliaXy: HUBO Ha HEOOXOAMMHTE YMEHUSs, JIECHOTa Ha
J0CThIIa, CTUMYJ U HEOOXOJIUM Pecypc;

0) 3a peanu3upaHe Ha CIyYallHU 3alllaXxW: TOJWHA HAa MPOU3BOJCTBO HA Xapayepa u copTyepa,
HUBO Ha MONJpPBXKKaTa UM, KBaIH(UKAIMS Ha MONIbpXKAIlWs MEepCOHANl, pecopHO ole3reyaBaHe Ha
€KCILJIOATAIIMOHHUTE MPOLIECH, KOHTPOJI BPXY TAX U JIP.

B puck-perucrppa 3a BcAka 3amiaxa ce HaHacs OLIEHKAaTa 3a HEWHOTO Bb3/ICHCTBUE.

3a olleHKa Ha Bb3ACHCTBUETO CE M3IT0JI3Ba METCTENEHHa cKasia oT 1 70 5 1 kato ce umMa npenBusa
OTIpeieTIeH MEePUoJ], HallpUMep e/IHa TOUHA!

1 - BEpOsATHOCTTA OT peaNu3upaHeTo Ha 3ariaxara e nox 10 %;

2 - BEpOSITHOCTTA OT peasim3upane Ha 3aruiaxara € ot 10 % mo 30 %,

3 - BEpOsATHOCTTA OT peayin3upane Ha 3amaxara € oT 30 % 1o 50 %;

4 - BepOsTHOCTTA OT peanu3upane Ha 3amiaxara € ot 50 % no 70 %;

5 - BeposSITHOCTTA OT peanu3upaHne Ha 3ariaxara e Hazg 70 %.

5. Ounenka Ha pucKa

3a moyry4aBaHe Ha OIIEHKATa Ha PUCKa Ce M3I0J3Ba cieaHara Gpopmyra:

(Ouyenka na 6v3deiicmeue X Quenka Ha eepoamuocm) = Quenka Ha pucka
6. IlpuoputH3anus Ha PUCKOBETE

C el IIpujiaraHe Ha IIPOINOPHHUMOHAIHHW Ha 3aIIaXUTC MCXAHHM3MHU 3ad 3alluTa CC IIpaBU
IMpUuoOpUTHU3alHAg Ha pPUCKOBETC HA 0asa Ha TIXHaTa OLICHKA U CJIICAHUTEC IIParoBe:



IIpnopurer Ha pucka

OneHka HA pHCKa

1 or 17 o 25
2 or8 no 17
3 or 1 10 8

7. CMeKk4yaBaHe HA PHCKOBeTe
[Ipuema ce, ye 3a pUCKOBE C MPHOPUTET 3 HE CE€ M3UCKBA MpEAIpHUEeMaHe Ha JOMBJIHUTEIHU
MEpPKH 332 CMEKYABAaHE Ha 3aIUIAXUTE, KOUTO I OPaXKJaT.
3a pUCKOBETE ¢ MPUOPHUTET 2 C€ IPAaBU aHAJIU3 HA Bb3MOKHUTE MEPKH, KOUTO OMXa MOIJIH /1a ce
IIpeIpueMar 3a CMEK4aBaHETO UM, U C€ MPELEHsIBA Al pa3XoAbT Ha PECYPCU 3a MPUIIAraHETO UM €
MPONOPLUMOHAIIEH HA IIETHTE OT peaju3upaHe Ha 3aruiaxara. B ciydail de merure ca moBeye OT
pa3xonuTe, ce ONPEENIAT OTTOBOPHO JIMLE U CPOK 32 IIPUJIAraHe Ha TE3U MEPKH.
3a BCUYKU PUCKOBE C MPHOPHUTET 1 ce ompeAensT OTTOBOPHHU JIMIIA, INITAHUPAT C€ MEPKH, KOUTO
Ouxa HaMalWIM pHUCKa OT peaju3hpaHe Ha KOHKpETHATa 3alulaxa, M Ce OIpEIeNsT CpPOKOBE 3a
MIPUJIATaHETO UM.
I1. IOCJIEIBAIIIA TEMCTBUA
OTroBopHHUTE M@ 32 CHOTBETHUTE PHUCKOBE OPraHU3MpAT MPUJIATaHETO Ha IUIAHMPAHUTE
MEpKH 3a 3alluTa W HaOIoIaBaT MHUWACHTUTE M IIETUTE, CBbp3aHH C TAX. [Ipm HeobOxomumoct
MHULAKAPAT HOB aHAJIW3 U OLIEHKA HA PUCKA 3a Ta3u 3aruiaxa.
PBKOBOACTBOTO Ha aMUHUCTPALIUATA OPTaHNU3Upa MEPUOJUYHO, HO HE IIO-MAJIKO OT BEIHBXK B
rofvHaTa, aHaJIW3 W OICHKAa Ha PUCKA, KAKTO U NPHU BCIKO M3MEHEHHE B HMH(OpMAllMOHHATA W/WUIU
KOMYHHUKAIIMOHHAaTa HHPPACTPYKTypa MPOMSHA HAa aIMUHUCTPATUBHATA CTPYKTYpa U (PYHKIIUHTE.

HNPEINNOPBUYMTEJIEH PETUCTBHP HA PUCKOBETE

* BriomaBane Ha cpecTBara 3a ChbXpaHsBaHE
* ['perika mpu TEXHUYECKOTO OOCITyKBaHE

* [‘peiku mpu npeaaBaHeTo

* EnekrpomMarauTHa paauanus
* 3710BpeCH IIPOTrpaMeH KO/

* 3noynorpebda ¢ pecypcu

* M3non3Bane Ha HEpA3pEIICHU MPOTPaMU U JaHHU

* Kpaxba

» MackupaHe Ha moTpeduTencka uaeHTudGuKanms (HelxeraTHo IPOHUKBAHE)
* Heotopusupan A0CTHI 10 KOMIIOTPH, JaHHH, YCIYTH U MPUIOKEHHUS
» Heotopusupan 10CTBII 10 CpeACTBATa 32 ChXpPaHsIBaHE

Ne I Ornenka Ha o o c
Wudopmanmonen | 3ammaxu/HexenaHu PHTOXCHH BB3/IEHCTBUETO HeHKa fa Ornenka PHOPMTET Ha
MEpKH 3a BeposiTHOCTTA (OT 1 pucka (ot 1 o
o aKTHB CHOUTHUS Ha pHCcKa
3aIIuTa 10 5) 3)
pen (ot 1 10 5) (
BEPOSTHMU 3AILVIAXHA



* HermpaBwiiHa (morpemrHa) MapuipyTU3anus/ IpeHacOYBaHe Ha ChOOIICHUS
* Orpuuane (10Ka3yemMocT)

* [ToBpena Ha KOMYHUKAIIMOHHOTO 000pYyABaHE U yCITyTUTE

* [ToncnymiBane

* [Toxxap, HaBOJHEHHE

* [TorpebuTencka rpemika

* AIMMUHHUCTpPATOpCKa TperiKa

* [IpexbcBaHe/moBpea Ha 3aXPAHBAHETO (EIEKTPUUYECTBO U KIIMMATHU3AIIHS)
* [IpeToBapBaHe Ha Tpaduka

* [Ipuponuu 6encTBus

» Kubeparaka

» CodryepHu mpodiemMu

* Texunuecka noBpea (Mpexa, CHCTEMEH Xapayep)

[Tpunoxenue Ne 4 kM ui. 22, ain. 6

N3UCKBAHUSA 3A KOHOUT'YPUPAHE

1. [la ce 3abpanu macros B office makerure.

2. Jla ce 3abpanu pop-up B Opay3epure.

3. Auto play dynkuusTa na ce koHGUTyprpa BUHATH JIa UCKA TIOTBHPKICHUE HA TOTPEOUTEIISI.

4. User Account Control na ce koHGUrypupa 0 Hali-BHCOKO HHMBO, Taka 4Y¢ BUHATW Jla U3]aBa
MIPETy TPEXK ICHUS.

5. IIpu cnogensiHeTo Ha (ailloBe M MPUHTEPHU Jla HE Ce M3MOJI3Ba HacTpoiika Everyone, a na ce
yKa3Ba KOM aKayHTH TOYHO Jia UMaT MPaBo Ha JOCTBII JIO TSIX.

6. [1a ce 3abpanu TRACE/TRACK mMetonsT.

7. da ce 3abpanu anonymous authentication.

8. lla ce u3non3sa Unicast Reverse-Path Forwarding (URPF) 3a nipezmnasBane oT H3MOJI3BAHETO
Ha ¢anmusu [P anpecu u rate-limiting 3a orpannyaBane Ha Opost Ha 3asiBkute 1o [P anpec.

9. la ce 3abpanu TLS renegotiation B cucremu, nznon3samy TLS, uim na ce koHdurypupa
rate-limiter 3a orpannYaBaHe Ha OpoOs Ha MPEIOTOBAPSHE HA CECHS.

10. CroOrmieHusTa 3a TPEIIKA B CHCTEMUTE Jla HE JTaBaT M3JIUITHA HH(POpMALIHSL.

11. Ia me ce m3nomBa AutoComplete.

12. Jla ce wmsnon3Bat npuioxeHus (add-ons) keM Opay3bpuTe 3a ONIOKHpaHE HAa PEKIAMHO
ChJIbPIKaHUE.

ITpunoxxenue Ne 5 kpM wit. 24, 1. 13

W3UCKBAHUS KbM HEADERS HA OTTOBOPUTE HA 3ASIBKU 3A YEB CAMTOBETE

1. Headers ma oTroBopuTe Ha 3asBKUTE Ja HE ChIbpKaT MH(pOpPMAIMs 3a TIATGOPMUTE H
BEPCUHTE Ha U3IOJI3BAHUS COPTYEP.

2. Headers Ha oTroBOpHTE Ha 3aBKUTE J]a ChIBPIKAT CICAHUTE OMIIUU:

a) HTTP Strict Transport Security (HSTS) - momutuka cermacao RFC 6797 wa IETF or 201271,
KOATO TpUHYXKJaBa yeO Opay3bpa Ha KIMEHTa Ja ce€ CBbpke aupektHo upe3 HTTPS mpu
nmpepasmiekIane Ha yed caifta; mpernopbhUuTelHa CTOWHOCT Ha TEepHoJia Ha BaWJIHOCT Ha Kemla Ha



HSTS (max-age) e none mect Mecena;

0) X-Content-Type-Options - WHCTPYKTHUpa HOTPEOMTEICKUS Opay3bp Ja CilefBa CTPUKTHO
tuna MIME, nedunupan B Content header; emumHcTBeHaTa BajuaHa CTOWHOCT 3a TO3U XCIbp €
"X-Content-Type-Options-nosniff";

B) X-XSS-Protection - nacrpoiiBa koH¢urypaimsta 3a XSS ¢uirhpa, BrpajieH B MOBEYECTO
Opay3bpH, KOETO TMpenoTBparsiBa HsAKoW Kareropuu XSS araku; NpenopbuuTesIHA CTOHHOCT
"X-XSS-Protection: 1; mode=block";

r) X-Frame-Options - naBa ykasaHus Ha Opay3bpa Ja HE BKapBa yeO CTpaHHIaTa BbB
frame/iframe Ha nqpyru ye0 cTpaHuIy; IpenopbYuTesHa CToHHOCT "X-frame-options: SAMEORIGIN";

) Content-Security-Policy - mnpemorBparsiBa HIMPOK CHCKTBP OT arakd, BKIFOYHTEIIHO
Cross-site scripting u Ipyru cross-site injections;

¢) Referrer-Policy Header - mosBossiBa Ha caiita Ja KOHTPOJIHpPA KOJKO HH(pOpPMAIUsS ¢
HABUTAIMSI J]a CE BKJIIOUBA B Opay3bpa U3BbH JOKYMEHTA;

k) Feature-Policy Header - mosBonsiBa Ha caiita Ja KOHTPOJHMPa KOW (DYHKIMH M IPUIOKHU
nporpamuu uHTepdericu (API) morar na ce u3non3sar B Opay3bpa;

3) HTTP Public Key Pinning (HPKP) - 3amuten MmexanussM, KoiTo mo3Bossiea Ha HTTPS ye6
calToBeTe J]a Ce MPOTHUBOIIOCTABAT HA UMUTAIUS OT CTPaHa HA aTaKyBallUTe, U3MOI3BANKN HEMPABUIIHO
W3/IaJICHH WK JTBXKIIUBU CepTH()HUKATH.

[Tpunoxenue Ne 6 kpM ui. 3, ain. 2, T. 2

IMPENNOPBYUTEJHU ®YHKIHNU HA CJOYKUTEJIA/3BEHOTO, OTTOBAPALL/O 3A
MPEXKOBATA U THO®OPMALIMOHHATA CUT'YPHOCT

1. PwkoBomu JeliHOCTHUTE, CBBbpP3aHM C IIOCTUTAaHE HAa BHCOKO HHMBO Ha MpeXoBa U
MH(POPMALIMOHHA CUTYPHOCT, U IIETTUTE, 3aJI0KeHH B noiauTukata Ha CyOekra 1o 4. 4.

2. YyacTBa B U3rOTBSIHETO HA NOJUTUKUTE U JOKYMEHTHUpaHaTa HHPOpMaIIHsL.

3. Cnenm 3a cna3BaHETO Ha BBTPCIIHMTE IpPaBWiIa MO CMHCHhIAa HAa 4wi. 5 am 1, . 6 u
MPUJIaraHeTO Ha 3aKOHUTE, MOJI3aKOHOBUTE HOPMAaTHUBHH aKTOBE, CTAHIaPTUTE, IOJUTUKUTE U ITpaBUiiaTa
3a MpexoBara U MH()OpMaIIMOHHATA CUTYPHOCT.

4. Koncyntupa pbkoBoAcTBOTO Ha Cy0OekTa BbB Bpb3ka ¢ HH()OpPMallMOHHATA CUTYPHOCT.

5. PproBOOM NEpHOAMYHHUTE OIICHKM Ha PHUCKOBETE 3a MpexoBara M HH(POpMalMOHHATA
CUTYPHOCT.

6. IlepponuuHo (HEe MO-MaJIKO OT BEIHBK B TOJMHATA) M3TOTBS JOKJIAAU 32 CHCTOSIHUETO Ha
MpexxoBaTa W HWHGPOpMAIMOHHAaTa CHUTYPHOCT B aJMUHUCTPAaTUBHOTO 3BE€HO W THM IMpEJICTaBs Ha
PBKOBOJIUTEIIS.

7. Koopnunupa o0yueHusiTa, CBbp3aHu C MpexoBaTa U HH()OpMallMOHHATA CUTYPHOCT.

8. Opranusupa NPOBEPKH 3a AKTyaJHOCTTA Ha IUIAHOBETE 3a CIpPaBSHE C WHIMICHTUTE U
IUTaHOBETE 3a JAEWCTBUS B Ciayyall Ha aBapuM, NPUPOJHU O€ACTBUS WM Jpyru (HopcMakopHU
oOcTosiTesIcTBa. AHalIM3Mpa pe3ylTaTHTe OT TAX W OpraHu3upa HW3MEHEHHE Ha IUTAHOBETE, aKo €
HE00X0I1MO.

9. Tloaabpka BPB3KH C APYTH aJMHHUCTPALMM, OpPraHM3allMM W eKCIepTd, paboTeuiy B
oOnactra Ha MHQOPMALIMOHHATA CUTYPHOCT.

10. Cnenu 3a akypaTHOTO BOZIEHE Ha PETMCTHPA HAa UHIUICHTUTE.

11. VBenomsiBa 3a MHLIMJEHTH CHOTBETHHUS CEKTOPEH €KHUI 3a pearupaHe Ha WHIUACHTU C
KOMIIOTbPHATAa CUTYPHOCT B CBOTBETCTBHE C HU3UCKBaHeTo Ha wi. 31, an. 1 (yBemomsiBaHe 3a
WHIUJIEHTH) OT Ta3W Hapeaoa.

12. Opranusupa aHaiaM3 Ha MHIUJIEHTHTE C MpeXoBaTa M MH(OpMAIMOHHATa CUTYPHOCT 3a



OTKpWBaHE HAa MPUYUHHUTE 32 TSIX W MPEIIpUeMaHe Ha MEPKH 32 OTCTPAHSIBAHETO MM C I HaMaJlsiBaHe
Ha €IHOTUITHUTE UHIIMJICHTH 1 HaMaJsiBaHe Ha 3aryOuTe OT TSIX.

13. Cniequ 3a akTyaiau3upaHe Ha U3IoI3BaHus codryep u pupmyep.

14. Cnenu 3a mosiBaTa Ha HOBHM KuOep3aruraxu (BUPYCH, 3JIOBPEICH KO, CTiaM, aTaku U Ap.) U
mpejiara aJeKBaTHA MEPKH 3a IPOTHUBOACHCTBHETO HM.

15. Opranuzupa TecToBE 3a OTKpUBaHE Ha YSI3BUMOCTH B HHQOPMALMOHHUTE U
KOMYHUKAIMOHHUTE CUCTEMH U TIpeJiara MEpKH 32 OTCTPAHSIBAHETO HM.

16. Opranusupa U CHTPYAHHYHM IpPH MPOBEKIAHETO HAa OIUTHU, MPOBEPKH U AHKETH U IPHU
M3MPAIIaHeTO Ha PE3YJITATUTE OT TAX Ha ChOTBETHHUS HAI[MOHAJICH KOMIIETCHTEH OPTaH.

17. llpennara caHkKUMU 3a JUIATa, HAPYIIUIM MEPKHUTE 3a MpekoBara U MHGOpMaIlMOHHATA
CUTYPHOCT.

[Tpunoxenue Ne 7 kM ui. 31, an. 2

YBEJOMJIEHUE 3A HTHIHUJEHT

KkbM cekTopauss EPUKC

Heo6xonnma .
Heraiinu Jannun
HH(poOpMALUS

(10 2 yaca)

Jluue, momgasamio
Nwme, pammms
YBEJOMJICHHETO

Bammmst Tenedonen (GSM)

HOMeEp

Bamara CJICKTPOHHA

omna

HaumeHnoBanne Ha opraHu3anusra,
Opranuzanust

3aCerHara OT MHIUJACHTAa
Jlune 3a koHTAKT (32 Nwme, TeneoHeH HOMEP U eNEKTPOHHA TOIIa
LEJTUTE Ha Ha KOMIIETEHTHO JIUIIE OT MPEANPUSITHUETO,
paspelaBaHeTo Ha KOETO MPH HEOOXOTUMOCT MOXKE J1a MO/Ia/Ie
WHIIAICHTA) JIOITBIIHUTENTHA UH()OPMAIHSI

Bnucsar ce Jararta U1 4aCbT Ha Bb3HUKBAHEC
I[aTa " yac Ha UHIIMACHTA, aKO HC € Bb3MOXKHO - aTara u

4achT HA OTKPUBAHETO MY




Twun Ha uHIMAEHTA

[J Virus [] Trojan [ Botnet []
Dos/DDos [1 Maware

[J Port Scan [l Spam [ Phishing [
Pharming

[J Probe [J Crack [J Copyright [
Ransomware

[J Defacement L] Exploiting known
Vulnerabilities

[J Application Compromise [ Login
Attempts

[J SQL injections
U Unknown

] Other

KpaTKO OIIMCAaHHUEC Ha

Bmmcsa ce KpAaTKO OIMMUCAaHUC HAa MHIUJICHTA,
KaTo CC BKJIIOUBa BCAKa

IpaKkTHYecKa/TeXHNnIecKa nHpopManus (Ta3u

UHIUJIEHTA
nH}popManus ce NpeaocTaBs, B CIIydail ye e
HAJIMYHA)
* Brincsa ce nHpOpMAaIus 3a eBEHTYaIHO
TPAaHCIPAaHUYHO BB3/IEHCTBUE U CE 10COYBAT

TpaHcrpaHu4HoO IbPIKaBUTE

BB3/EICTBYE

* Briucsa ce I/IH(I)OpMaHI/IH 34 yCJIyrure,

KOHMTO Ca 3aCCTHATHU

Bw3paeiictBue Bbpxy

JAPYTHU CbIICCTBCHU

Brucsa ce nndopmaryst Ha KOU JpyTH

CBIICCTBCHU YCJIYTU €BCHTYAJIHO LIS OKAXKC

yCIIyTH BB3JICHCTBHE
IP Address:
3acersara cucrema
(omrJIBa Ce, aKo €
DNS:

HaJIn4YHa

nHpOPMALIUATA)

Operating System:

M3Tounuk Ha arakaTa

IP Address:
(momrpiBa ce, axo €
HaJIM4YHa DN S:
nHpopmanusTa)

[Ipennpueru neicTBus

Omnmucaar ce IIbPBOHAYATTHUTC HCﬁCTBHﬂ,
npeanpueT 10 MOMCHTA - 10 2 gaca oT

3aCHMYaHCTO HA MHIIUJACHTA

[Ty6nuyno

OITIOBCCTSBAHEC

CpbIy1acHO KOMYHHMKAIIlMOHHA CTPATECrus Ha

aJIMUHHCTpALIMTA

110 5 pa0OTHHM JHH




MexaHH3bM Ha aTakara

Omnucea ce MEXaHM3MBT Ha aTakara

[Ipennpuern neiicTBus

Omnucear ce noApoOHO ACHCTBHATA,

MIPEIIPHETH 3a pa3peniaBaHe Ha HHIMICHTA

HeobxomumMocT ot

KOPUTHPAIIH JCHCTBUSL

Wwma i HeoOXOAUMOCT OT TIPOMSIHA B
HacTpOMKHUTE Ha 3aiMTHUTE cTeHU, WAF

WA Jp.

HpOMHHa Ha IMOJIMTUKATA 3a CUT'YPHOCT, aKO

C€ HaJiara

OO0OyueHHe Ha IepCcoHalIa

Amnanu3 Ha apredaxu

OmnncBar ce pe3yaTaTuTe OT aHaJI3a Ha

apredakTHTe, aKo IMa yCTAaHOBCHU TAKWBA, U

WHCTPYMEHTUTE, U3IIOJI3BAHU 3a TOBA.

W3npama ce xorme ot apreakTute

[Ty6nuano

OITIOBCCTSIBAHC

CpbIIacHO KOMYHHMKAIIMOHHA CTPATErus Ha

aJIMUHHUCTpalusaTa

3abenescka. IlonbiiBa ce AOMBIHUTENHA HH(OPMALIUS B CIIy4ail Ha HEOOXOAUMOCT.

[Tpunoxxenue Ne 8 kbm ui. 31, ain. 3

OBOBHIEHA CTATUCTHUYECKA HH®OPMAILIUS 3A UHIIMAEHTH

ot cextopuusi EPUKC xksMm Hannonaanust EPUKC

rogvHa

VI/III/IV TpuMmeceune 3a TeKyIara

OO110 32 TeKyIaTa roguHa

[lonyyenu curnanu

3acernaru IP anpecu

W3nparenu Melinun

Perucrpupanu Ha caiita

He ecuuxu cuenanu ce pecucmpupam Kamo uHuu()eHmu

IIpuoputer Ha perucTpupaHure

HHIUICHTU

roanHa

I/II/ TII/IV TpuMeceune 3a TeKyImara

O010 32 TeKyIaTa roguHa

Bucok

Cpenen

Hucex

Q6110




Onpedenanemo Ha npuopumema Ha UHYUOEHMU ce U3BbPUIBA CbLACHO npunodxcerue No 7

Bunose nnnuaeHTH

I/II/II/IV Tpumeceune 3a TeKyliaTa rogrHa

OO0110 3a TeKyIiaTa roguHa

Fraud

Malicious code

Abusive Content (Spam)

Availability (DD0S)

Intrusion Attempts

Information Gathering

Intrusions

Information Security

Vulnerable

Other

Botnet

OO6m10:

Knacugurxayusma na unyudenmume ce uzevpuisa cvenacto maxconomusma na ENISA, nocouena 6 npunooicenue

Ne 7

3acernaru [P agpecu mo Bumose

MHIIUICHTH

/I/II/IV tpuMecedne 3a TeKyIlaTa rognHa

0010 3a TeKymara roguHa

Fraud

Malicious code

Spam

Botnet

Availability (DD0S)

Intrusion Attempts

Information Gathering

Intrusions

Vulnerable

Other

3acernatu [P agpecu

[Tpunoxxenue Ne 9

KIIACUOUKALIUA HA MTHIIUJIEHTUTE U TIPUOPUTET

Kiac Twn Ha MHIUIEHTA

IIpuopurer

Omnncanne/mpumMep




"Hexenana enextponHa noma". Mznon3saHero Ha
cpezia 3a eJEeKTPOHHM KOMYHHKAIMH (MHTEPHET) 3a
MacoBO M3IpalllaHe Ha HeXXeJIaHW ChOOIIeHNUs. Spam

Spam Hucsk
] CHOOIIEHHATA CE M3MPALIAT KaTo YacT OT I10-ToJsiMa
Abusive KOJIEKIUSI OT ChOOIIECHUS, BCHUKH C HCHTHYHO
Content ChJIbpPIKaHHE.
Harassment Hitcnk KOMHpOMa.TI/I I JUCKPUMHHAIINS CIIPSIMO HSIKOM (TIp.
cyberstalking).
Child/sexual/violence/... Bucok Jlerckara mopHorpadusi, mpociaBa Ha HACUIHETO, ...
Virus Cpenen
Malicious Wo.rm Cpenen Codryep, KOWTO MpeaHAMEPEHO CE HHCTAINPA B
Code Trojan CpeneH CHUCTeMUTE ¢ BpenHu 1enu. HeoOxoaumo e nelicTBre Ha
Spyware Cpenen HOTPEOHTENA, 3a 1a C€ aKTUBHUPA KOIBT.
Dialer Cpenen
ATaxu, KOUTO U3NPAILAT 3aBKU KbM JaJIcHa CHCTEMA C
IIET JIa OTKPHAT c1abu MecTa. ToBa BKITIOYBA CHIIO U
Scanning Cpenen HSKOM BHJIOBE TECTOBE C IIEJ Ja ce chOepe HHpopMarus
3a XOCTOBe, yciyru 1 cMeTkH. [Ipumepn: fingerd, DNS
Information zasBku, ICMP, SMTP (EXPN, RCPT, ...).
Gathering sniffing Hycik Ha.6m0/:[e¥me 1 3aIIMCBaHe Ha MPEKOBHUS TpaduK
(wiretapping)
CrOupane Ha uH(pOpMaLyst OT MHANBUAN Oe3
Social engineering Hucwk M3M0JI3BaHE HA TEXHUYECKU CpeCcTBa (HalpuMep, JIbXH,
TPHUKOBE, NOJIKYTIN MJIM 3aIJIaxH).
Omut a2 ce KOMIIpOMETHpa CHCTeMa HIIH a ¢€ HapyIlx
ey IeJIOCTTa Ha YCIIyTa, KaTo Ce U3II0JI3Ba YS3BUMOCT ChC
vulnerabilities Cpenen cTaHmapTu3upaH uaeHrudukarop, karo CVE nmve
Intrusion (manpumep, buffer overflow, backdoors, cross site
Attempts scripting, u T.H.).
Login attempts Cpenen MHO)ifeCTBO OIHIH 33 JIOTBAHE B CHCTCMA (mp.
guessing/cracking of passwords, brute force).
New attack signature Hucsk OmnuT 3a araka, N3I0JI3BAIl HOBY TEXHHKH.
Privileged account
compromise Cpenen Yeneuen npoOUB B CHCTEMa WIIH TIPHIIOKEHHE (yCIIyTa).
. . ToBa MoXKe 1a € IPUYNHEHO JUCTAHIIMOHHO 4pe3
Intrusions Unprivileged account
- Cpenen M3II0JI3BaHE Ha M3BECTHA MIIM HOBA YS3BUMOCT, KAKTO U
JIOKaJIHO OT HEOTOPU3UPAHO JIULIE.
Application compromise Cpenen
DoS Bucox B to3m Buz ataka cucremara ce 6omOapampa ¢ TOIKOBa
DDoS Bucok MHOTO ITaKeTH, Ye IPOLIECUTE ce 3a0aBsT HIM CUCTEeMATa
6moxkwupa. [Tpumepn 3a otnaneden DoS ca SYN- u
Avalability PING-flooding, 60M§a.p1mpaﬁe Ha €JIEKTPOHHA TI0IIa 1
np. (DDoS: TFN, Trinity u np.) Berupeku ToBa
Sabotage Brcok HaJIMYHOCTTa HA YCIYTUTE MOXKe Ja ObJie 3acerHara u ot
JCUCTBUS Ha JIOKATHO HUBO (YHHIIIOXKaBaHe,
NPEKbCBaHE Ha €JICKTPO-3aXPaHBAHETO H JP.)
OCBeH JIOKaJHU 37I0yIOTPEOH ¢ JaHHU U CUCTEMH,
CUTYPHOCTTA Ha MH(pOpMaLUATa MOXe J1a Objie
Information | Unauthorized access to . 3acTpallleHa ¥ OT YCIEUIHO KOMIIPOMETHpaHe Ha
Security information peneH aKayHTHU U IpUIOKeHHs. B jonmbiHeHrne Ha ToBa ca

BB3MO)KHU U aTaKH, KOUTO IIPUXBAIIAT U JOCTHIIBAT
nHpOPMAIUS 110 BpeMe Ha HEWHOTO IpeaBaHe




Unauthorized

modification of Cpenen
information
W3non3BaHe Ha pecypcH 3a HETMO3BOJIECHH LEIH,
BKITIOUNTEITHO TApPUYHO obarosieTeNIcTBane (HaIpumep,
Unauthorized use of C M3II0I3BAHETO Ha EJIEKTPOHHA TOIIA 33 YUacTHE B
resources i HE3aKOHHO pa3lpallaHe Ha MIcMa C e
obnarozieTeICTBaHE WM yJacTHE B IMPAMHJIATHI CXEMU
3a U3TOYBAHE HA JJAHHU U CPEJCTBA).
[Mponax6a n MHCTaIMpaHe HA HENUICH3UPaHHU KONHs Ha
Copyright Hucwk TBHPTOBCKU cO(Tyep WM JPYTH 3alIUTEHH C TIpaBa
Fraud TBProBCKH MaTepuanu (Warez).
Masquerade Bucok Bunose ataku, B KOUTO €IHO JIMIIE HE3AKOHHO NpHEMa
CaMOJIMYHOCTTA Ha IPYTO, 3a 1 CE BH3IIOI3Ba OT HETO.
Artaka, Ipy KOSITO € Ch3/IaJICHO KOIHMe Ha JISTHTHMHA
WEB crpaHnuua, npes KosiTo )KepTBUTE ca NOAMaMBaHU
Phishing Bucok Jla BbBSK/IAT JINYHU JAHHU WK Jpyra KOHQUICHIINATHA
nHdopmanus. BpBeneHuTe TaHHU ce M3I0I3BaT
M0-HATAThK 332 HE3aKOHHHU JICHHOCTH.
Other BoHHKI 0CTAHAN Hitcik 3a BCHYKHM MHIWACHTH, KOUTO HE MOMaaaT B IO-TOpHATa

KJ'IaCI/I(bI/IKaL[I/IOHHa cXEMa.




